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Executive summary
The use of intelligence for strategic 

communication (StratCom) involves the 
deliberate release of intelligence to shape 
perceptions, deter adversaries, attribute 
responsibility, foster cohesion, and reinforce 
credibility. Recent global developments—espe-
cially Russia’s full-scale invasion of Ukraine—
have accelerated this practice, highlighting the 
role of intelligence in StratCom. 

The utilisation of intelligence in govern-
ment communication is not new, as demon-
strated by pivotal historical disclosures. Over 
the last decade, communication from European 
and U.S. security services has become consist-
ently more open regarding threats posed by 
foreign adversaries.

However, the unprecedented scale of 
declassified strategic warning intelligence 
released by the U.S. and UK in the run-up to 
the 2022 invasion of Ukraine reflects a shifting 
balance, suggesting that policymakers increas-
ingly perceive the value of using intelligence 
for StratCom-purposes to outweigh the poten-
tial risks attached to doing so.  

These benefits include deterring hostile 
actions by exposing adversary intentions and 
planning, promoting a unified understanding of 
threats among allies, and bolstering the credi-
bility of government communication. Moreover, 
the growing open-source intelligence (OSINT) 

community has reshaped the information envi-
ronment by producing timely, credible insights 
once exclusive to state agencies. The conver-
gence between state-produced intelligence 
and publicly available information serves to 
reinforce strategic narratives while mitigating 
the risks of exposing sensitive information.

Nevertheless, the use of intelligence 
in StratCom poses serious challenges. The 
exposure of knowledge and capabilities may 
present risks to sources and methods, and 
trigger adaptation and countermeasures 
among adversaries. Publicly disseminated 
intelligence that turns out to be inaccu-
rate or exaggerated undercuts credibility. 
Disclosures can also delimit political and dip-
lomatic options for a government, while the 
perceived utility of intelligence for StratCom 
holds inherent risks of politicisation. 

The value of intelligence rests on both 
its secrecy and its perceived accuracy. States 
must balance operational security against 
StratCom imperatives, applying a princi-
pled approach weighing the objectives and 
intended effects of each disclosure against 
short and long-term risks to the integrity of 
intelligence agencies, ensuring that openness 
serves national interests without eroding core 
intelligence functions.
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Introduction
The relationship between intelligence 

and strategic communication is undergoing a 
shift.1 While the utilisation of intelligence for 
strategic communication purposes is by no 
means a new phenomenon, a range of devel-
opments over the last decade have driven 
a revised view of the broader utility of intelli-
gence. State actors must navigate an informa-
tion environment charged with an ever-grow-
ing amount of competing narratives. There has 
been a growing awareness of the disruptive 
power of information influence activities as an 
instrument readily deployed by hostile state 
actors and multiplied via proxies, bot-farms 
and troll factories. The potential outreach of 
traditional propaganda, information manipula-
tion and other forms of malicious interference 
have drastically increased. This has increased 
the need for proactive and timely strategic 
communication as a necessary capability 
among governments and states. 

At the same time, intelligence has 
historically quite frequently been utilised for 
strategic communication purposes. Authorised 
intelligence leaks to media outlets have been a 
common practice of communication. But intelli-
gence has also been utilised to motivate fateful 
political decisions. A seminal example is Adlai 
Stevenson’s disclosure of strategic warning 
intelligence revealing Soviet preparations to 
deploy nuclear missiles to Cuba in October 
1962, preparing the world for the U.S. block-
ade. Another is Colin Powell’s February 2003 
presentation to the UN Security Council of 
intelligence purportedly providing evidence of 
Iraq’s possession and production of weapons 
of mass destruction as motivation for the U.S. 
invasion of Iraq. These examples highlight 
some of the most important advantages, as 

well as negative consequences of employ-
ing intelligence for strategic communication 
purposes. The utilisationof and reference to 
intelligence per se awards particular credibility 
to a political message. In these cases, the vast 
resources and trusted competence of U.S. intel-
ligence agencies endowed the communicated 
problem with salience, helping to motivate pro-
posed lines of action to resolve it. Since both 
instances of communication served to prepare 
the international community as well as the U.S. 
public for drastic actions and potentially war, 
the utilisation of intelligence, presented as a 
set of facts beyond dispute, served to highlight 
a severe national security threat and augment 
acceptance and understanding of subsequent 
U.S. actions to avert it. 

Yet the two examples also highlight the 
fine balance between success and failure in 
this respect. Whereas the decisive U.S. reac-
tions to the Cuban missile crisis is in retrospect 
widely considered a successful intervention, 
the invasion of Iraq is perceived to be one of 
the most spectacular failures of U.S. foreign 
policy since Vietnam. In the first case, the con-
clusions drawn from intelligence on which the 
U.S. built its case were correct; in the other, they 
were wrong. Indeed, the Iraq case highlights 
the perils of utilisingintelligence for strategic 
communication, including intelligence failures, 
politicisation of intelligence, and ultimately 
undermining both the U.S. image in large parts 
of the world and the credibility of U.S. intelli-
gence agencies, a damage that was sustained 
for decades. 

This report describes the evolution of 
intelligence disclosures as an increasingly inte-
grated component of strategic communication. 
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The example that has received by far the most 
attention to date was the U.S. and UK deci-
sions to undertake comprehensive releases of 
strategic warning intelligence in the lead-up to 
Russia’s full-scale invasion of Ukraine in 2022 
in order to deter Russia from invading, and to 
warn allies and consolidate responses in face 
of the impending threat. The approach taken 
by the U.S. and UK was unprecedented in terms 
of the scale and consistency of the disclosures, 
as well as the nature of the intelligence re-
leased. It remains to be seen whether strategic 
warning intelligence will be utilised similarly in 
future international conflicts and there are cer-
tainly strong arguments and cautions against 
it. Yet the shift towards increasing openness 
in the communication of intelligence agencies’ 
threat assessments is by no means confined to 
events surrounding Ukraine. Western security 
services have over the past decades become 
progressively more transparent and outspoken 
regarding the terrorism threat and more recent-
ly the range of hybrid threats and information 
influence activities traceable to antagonistic 
state actors including Russia as well as China 
and Iran. 

Several western governments clearly 
see considerable advantage in leveraging the 
credibility conferred by intelligence to their 
communication strategies. The report outlines 

a set of generalised objectives and perceived 
benefits of intelligence in StratCom, including 
the general imperative of increasing power 
and influence, the deterrence and attribution of 
adversary action, the substantiation of shared 
narratives strengthening cohesion among pub-
lics, allies and partners, and the reinforcement 
of credibility for communication strategies. The 
report also outlines some of the key drivers of 
using intelligence for StratCom-purposes, in-
cluding the growing range of perceived threats, 
the evolution of the information environment 
driven by new technologies, and the significant 
growth of the “open-source community”. The 
latter has given rise to competition with the 
traditional role of intelligence agencies yet has 
also functioned as a significant enabler for the 
use of intelligence in StratCom, by producing 
public and often credible information that 
supports the disclosure of intelligence assess-
ments without endangering the sources and 
methods of intelligence agencies themselves. 
Finally, the report highlights the disadvantages 
of using intelligence in StratCom, in terms of 
the potential risks involved. Unless carefully 
calibrated and applied, the disclosure and 
communication of intelligence may endanger 
operational security, expose sources and 
methods, and ultimately undermine the integri-
ty of intelligence as a crucial component of the 
national security infrastructure. 
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Concepts and definitions 
This report explores how intelligence 

has been, could, and should be utilised for stra-
tegic communication. It takes a state-centric 
perspective, assuming that the communicators 
in question are government officials as well as 
intelligence services and other state agencies, 
communicating on behalf of governments and 
in line with government policy. 

Strategic Communications is under-
stood in this report as consistent with the defi-
nition in the NATO StratCom COE Terminology 
working Group publication Understanding 
Strategic Communications. In this perspective, 
strategic communications can be conceptu-
alised as taking place at the intersection of 
power relationships and tensions between on 
the one hand persuasion and coercion, on the 
other authority and legitimacy. The practice 
of strategic communications must constantly 
navigate this context and the tensions therein. 
This becomes a particularly salient exercise in 
liberal democratic societies, where the rela-
tionships between the four concepts; between 
those governing and those governed; as well as 
accountability and transparency, are grounded 
in ethical stances, values and principles.2 

In this definition, strategic commu-
nication constitutes “a holistic approach to 
communication based on values and interests 
that encompasses everything an actor does 
to achieve objectives in a contested environ-
ment”3 Thus, it refers to StratCom as both a 

mind-set, as a process and as a set of tools 
to achieve a certain objective. This is a broad 
definition reflecting the idea that everything 
communicates and is thus preferable in this 
context given the fact that the utilisation of 
intelligence in StratCom can take many forms 
and shapes. However, while subscribing to 
this broad definition, the empirical focus of the 
report is confined to verbal or written communi-
cation based on intelligence disclosures. While 
communication in other forms, for example 
concrete physical actions, can certainly be 
considered as part of a StratCom strategy as 
well – and successful strategies in this regard 
should seek close alignment between verbal 
communication and actions – they neverthe-
less remain outside the scope of this report.  

Intelligence is understood in this report 
as the product resulting from the directed col-
lection and processing of information regard-
ing the strategic or operational environment 
and the capabilities and intentions of actions, 
in order to identify threats and opportunities 
for exploitation by decision-makers.4 Thus, it is 
an information-based product that serves to 
provide decision makers with insights in order 
to warn about potential threats and provide 
opportunities for actions. Thus, through the 
lens of strategic communications, intelligence 
constitutes a form of processed information, 
which can potentially improve and increase 
the credibility and reliability of states’ 
communication strategies. 
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Method and sources
The report draws on a literature review 

of recently published scientific journal arti-
cles, reports, studies and news articles on the 
topic of the evolving practice of intelligence 
disclosures for the purpose of strategic 
communication. While the phenomenon is 
by no means new, the fact that it has gained 
increased prominence with the events of 2022 
has increased the attention paid to the topic by 
scholars, analysts and journalists. Like much of 
the intelligence literature writ large, the focus 
in this study is primarily on English-language 
sources – which is motivated at least in part by 
the comparative transparency of Anglo-Saxon 
intelligence agencies, and the multitude of 
open sources.

Thus, the report is based on open 
sources and takes a broad approach to the 
integration of published materials in the anal-
ysis. Among the academic journals consulted 
are the prominent outlets on intelligence 
studies Intelligence and National Security 
and International Journal of Intelligence and 
Counterintelligence. In the wider field of secu-
rity studies and international relations, several 
articles have appeared on the topic, including 
in International Affairs, Survival, and Prism. The 
subject has clearly gained academic attention, 
and we can expect the debate on benefits, 
risks and consequences of using intelligence 
in StratCom to continue. 

The empirical sections of the report 
rely on the extensive and frequently very 
detailed reporting in English-language media, 

predominantly but not exclusively in The 
New York Times, Washington Post, Financial 
Times, Politico and Wall Street Journal. The 
fact that this degree of continuous and 
extensive public reporting on sensitive intel-
ligence matters is possible, and the scope of 
available sources, can itself be considered a 
testament to the changing practices that this 
report seeks to describe and analyse. The 
report is intended to provide an accurate and 
comprehensive analysis of developments, 
prospects and risks that are brought forward 
in recent publications on the use of intelli-
gence in StratCom. However, caveats should 
be added that the report does not constitute 
a systematic literature review in the academic 
sense and is by no means exhaustive. Given 
time and space constraints, there are certainly 
several interesting angles that are neverthe-
less not included in the report. These include, 
among other things, the role of intelligence 
in the alignment of StratCom and political/
military action and a broadening of the empir-
ical scope. With reference to the latter, the 
report primarily studies StratCom focusing on 
Russia as an antagonist, whereas decisions 
regarding intelligence disclosures relating 
to other actors, most prominently China, or 
performed by other states, for example Israel, 
are certainly interesting avenues of inquiry. 
In terms of empirical material, follow-on 
interview studies would arguably provide 
a fruitful avenue for gaining an improved 
understanding of decision processes and 
background thinking relating to the utilisation 
of intelligence in StratCom. 
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Objectives and perceived utility 
of intelligence in StratCom 

Decisions to utilise intelligence for 
StratCom purposes are naturally taken with 
desired objectives in mind. The motives under-
pinning these decisions can be multi-layered 
and complex or address immediate tactical 
gains. The use of intelligence in StratCom may 
serve multiple objectives and be directed at 
several audiences at once. The categories 
below are thus not intended to function as a 

definitive categorisation of different StratCom 
strategies when it comes to intelligence dis-
closures – rather, they represent different 
components of a strategy in which several or 
all these motives may be present. Moreover, 
all categories represent objectives subject to 
careful consideration of the balance between 
persuasion-coercion and authority-legitimacy 
guiding StratCom efforts, as defined above. 

Power and Influence
In the broadest sense, the disclosure 

of intelligence in strategic communication 
can reinforce what is commonly referred 
to as “narrative power”, understood as the 
ability to introduce dominant narratives that 
influence norms, values and agendas and 
thus shaping perceptions of what is real and 
possible.5 “Intelligence” holds particular status 
as a form of authoritative knowledge.6 Thus, 
intelligence disclosures represent the sharing 
of knowledge that can aid governments in 
framing conditions or events in a manner that 
aligns with their national interests and strategic 

objectives. In this sense, the use of intelligence 
in StratCom can be viewed as a profound stra-
tegic instrument of power and influence to be 
employed in international as well as domestic 
politics. From this general perspective, intel-
ligence disclosures serve as a significant 
reinforcement of overall StratCom efforts, i.e. 
to establish a common and dominant frame of 
reference containing definitions of problems 
and the means necessary to resolve them. 
And, moreover, to present these solutions as 
rational, logical and necessary. 

Deterrence
A purported strategic advantage of pub-

licly disclosing intelligence lies in its capacity 
to deter adversarial actions. By revealing sen-
sitive information about adversaries’ plans, 
military capabilities, or covert operations, 

states can signal their awareness of hostile 
intentions and their readiness to respond.7 
However, it should be underlined that intelli-
gence disclosures alone are unlikely to deter 
a committed adversary from taking aggressive 
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action. Successful deterrence, especially in the 
conventional military sense, needs to consist of 
several mutually coherent modes of signalling 
backed up with actions, of which intelligence 
disclosures may constitute one.8

This signalling effect is intended to 
disrupt adversaries’ strategic calculations, 
forcing them to reconsider the viability of 
their objectives or the effectiveness of their 
tactics. In addition to deterring from a certain 
course of action by affecting the adversary’s 
calculus, intelligence disclosures can also 
impose costs on adversaries by limiting their 
operational effectiveness, compelling them to 
adopt countermeasures, divert resources. By 
making threats transparent, states can create 
uncertainty and risk for adversaries, reducing 
the likelihood of escalation or conflict.9 

However, assessing the effectiveness of 
intelligence disclosures as a deterrence strat-
egy is exceedingly difficult, since successful 
cases often constitute non-events and access 
to adversaries’ decision processes is rare. 
Thus, while successful deterrence will logically 
induce some kind of behavioural change on 
the part of the adversary, causality is usually 
hard to establish. Instead, cases that become 
publicly known more frequently represent 
failures of deterrence. 

Attribution
As a component of deterrence, and of 

central importance in the face of compound-
ing hybrid threats and adversarial behaviour 
designed to be deniable, is the utilisation of 
intelligence in StratCom to credibly attribute 
responsibility for hostile actions, such as 
cyberattacks, information influence cam-
paigns, sabotage, or covert military operations. 
Public attribution allows states to expose and 
incriminate adversaries, thereby holding them 
accountable for violations of international law 
or norms. Moreover, attribution can be used as 
political leverage to rally international support 

and pressure adversaries into compliance or 
behavioural change.10 It should be noted that 
credible attribution is often difficult to accom-
plish. Hybrid threats, by their very design, are 
frequently intended to induce ambiguity and 
leave the target guessing as regards the origin 
and motive of the threat, and indeed whether 
it constitutes an adversarial action in the first 
place.11 In turn, this can give rise to a dilemma 
where attribution may be desirable, but where 
compelling and comprehensive evidence 
regarding the threat and its origins may be 
difficult to produce.  

Cohesion
The use of intelligence in StratCom 

can contribute to national and international 
cohesion by establishing and reinforcing 
common threat perceptions, fostering trust, 
and facilitating cooperation. Internationally, 
the communication of credible intelligence 
regarding threats, crises or other problems 

facilitates common efforts to address them.12 
In addition to the proactive sharing of intelli-
gence with allies, usually undertaken within 
a delimited circle of government or agency 
representatives, the communication of intelli-
gence in the public domain offers the added 
value of reaching the broader public in partner 
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states, thereby contributing to shaping per-
ceptions (and potentially political pressures) 
on a societal level.13 Thus, the strategic release 
of intelligence related to emerging threats can 
help reinforce unity among allies and partners 
in addressing shared security challenges. This 
ability becomes especially pertinent during 
crises, during which shaping international con-
sensus and garnering support from allies for 
intended courses of action are essential. 

In a domestic setting, using intelligence 
in StratCom can similarly be instrumental in 
establishing shared understandings of threats 
and how to address them, thus enhancing 

the legitimacy of national security measures 
and reassuring the public regarding their 
necessity. It can also constitute an important 
component in the establishment of authori-
tative narratives and reinforcing information 
resilience.14 This acquires even greater impor-
tance in an era of increasingly competing and 
polarising narratives regarding social chal-
lenges, causes and effects in politics, threats, 
and international developments. Intelligence 
in StratCom can enable the public, civil soci-
ety, and the private sector to anticipate and 
respond more effectively to threats such as in-
formation influence campaigns, cyberattacks, 
or foreign espionage. 

Credibility
Intelligence disclosures can be utilised 

to enhance the credibility of government 
communication by providing justification for 
policies and demonstrating commitment to 
transparency and accountability.15 Presenting 
compelling intelligence-based evidence sup-
porting a government’s claims can serve to 
reassure citizens and allies regarding claims 
made by state institutions and leadership. 
Intelligence disclosures can be intended to 
draw attention to aggression and violations 
of international norms by adversaries, thus 
helping to mobilise sympathy and maintain the 
moral high ground.16 

Moreover, for intelligence agencies, 
publicly demonstrating the significance and 
utility of their products can bolster their cred-
ibility and enhance their standing within the 
security architecture, reinforcing their role as 
indispensable to national security and deci-
sion-making processes. Such visibility not only 
reflects positively on the agencies themselves 
but can also help justify the allocation of essen-
tial resources and funding to them.17 
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Objectives 

In sum, intelligence in StratCom 
offers significant advantages that extend 
beyond immediate security considerations. 
By influencing global narratives, fostering 
cohesion, deterring adversaries, attributing 

responsibility, and enhancing credibility, intel-
ligence disclosures serve as a powerful tool for 
advancing international influence and national 
security objectives while promoting accounta-
bility and resilience. 

here is TABLE1

Power and 
influence Deterrence  Attribution Cohesion Credibility

Reinforcement 
of “narrative 

power”.

Signal 
awareness 
of hostile 

intentions and 
readiness to 

respond. 

Attribute 
responsibility 
for adversarial 

behaviour.

Establish 
and reinforce 

common threat 
perceptions 

among national 
and internation-

al audiences.

Demonstrate 
commitment to 
transparency 

and 
accountability. 
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Secrecy and openness – a 
shifting balance 

The utilisation of intelligence for stra-
tegic communication purposes has a long 
history. Several examples can be identified 
in the 20th and 21st centuries in which gov-
ernments or intelligence organisations have 
released classified or sensitive intelligence 
for strategic political, diplomatic, or military 
advantage. Among prominent examples is the 
Zimmermann Telegram (1917), where UK intel-
ligence intercepted and decrypted a secret 
message from German Foreign Minister Arthur 
Zimmermann to Mexico, proposing a military 
alliance against the U.S. The decision to share 
this intelligence with the U.S., and the decision 
by the Wilson administration to publish it in 
U.S. newspapers, led to public outrage and 
was a contributing factor to the U.S. decision 
to enter World War I.18 Adlai Stevenson’s afore-
mentioned 1962 presentation at the UN of 
aerial reconnaissance photos showing Soviet 
missile installations in Cuba built international 
pressure on the USSR and helped President 
Kennedy negotiate the withdrawal of Soviet 
missiles.19 In the 21st century, the by far most 
significant disclosure was the U.S. decision 
to reveal intelligence alleging Iraq was 
developing Weapons of Mass Destruction 
(WMDs) to justify the 2003 invasion. While 
later proven inaccurate, the disclosures were 
instrumental in rallying political and public 
support for the war.20

While these and several other exam-
ples indicate that the utilisation of intelligence 
for communication purposes is an estab-
lished component in the strategic behaviour 
of governments and states, the communica-
tion strategies employed particularly by the 

U.S. and UK in the build-up for Russia’s full-
scale invasion of Ukraine in 2021-2022 have 
frequently been described as a significant 
deviation from existing practice. Indeed, the 
nature of the material communicated, repre-
senting strategic warning intelligence that 
is normally very closely guarded to protect 
sources, methods and the degree of knowl-
edge regarding an adversary, as well as the 
volumes and speed with which it was made 
publicly available, was unprecedented. 

While perhaps not representing a fun-
damental change in how intelligence is utilised 
for StratCom-purposes and the overall motives 
for it, the disclosures regarding Russia’s inva-
sion of Ukraine reflect an increased realisation 
of the utility of intelligence for StratCom pur-
poses. Whereas previous occasions where 
high-level strategic warning intelligence has 
been utilised for this purpose are rare, the last 
three decades have seen a clearer inclination 
towards communicating intelligence in other 
areas, particularly counterterrorism and coun-
terintelligence. The utilisaton of intelligence 
for StratCom can be thus said to have under-
gone a significant evolution, culminating in 
the actions undertaken in 2021-2022. It is too 
early to tell whether the disclosure of strategic 
warning intelligence will become a recurring 
pattern in future international conflicts, and 
there are certainly important arguments 
against viewing the U.S. and UK StratCom 
relating to Russia’s war in Ukraine as indicat-
ing a new practice. The cost of revealing what 
is known of a main adversary’s intentions 
and capabilities could indeed be substantial; 
however, in this case the judgment appears 
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to have been that the prospect of deterring 
Russia from invading and establishing a cohe-
sive understanding of events among western 
allies, partners and publics outweighed the 
risks. In future cases of comparable magni-
tude, for example a prospective Chinese inva-
sion of Taiwan, the calculation may very well 
be different. 

The broader trend towards intelligence 
disclosures is rooted in experiences from 
several key events as well as changes in 
threat perceptions and communication strat-
egies in the last decades. The overall pattern, 
however, indicates a rebalancing over time 

concerning competing principles – on the one 
hand the necessity of secrecy, on the other 
the benefits of openness regarding knowl-
edge acquired via intelligence. The perceived 
utility of intelligence in StratCom, in terms of 
establishing powerful and influential narra-
tives, deterring adversaries, building interna-
tional and domestic cohesion in the face of 
emerging threats, attributing hostile actions 
to adversaries and reinforcing the credibility 
of governments and intelligence agencies 
constitute categories of motives driving this 
change. In several respects, these have out-
weighed the persistent risks associated with 
intelligence disclosures. 

A trend towards disclosure
Karen Lund Petersen describes dif-

ferent attitudes towards sharing and com-
municating intelligence, in what she terms 
awareness (communicating to inform), advice 
(communicating to induce action), and co-pro-
duction (accommodating input from external 
players such as the public, civil societies or 
the private sector). These modes of communi-
cation represent different coexisting cultures 
of risk communication within the intelligence 
world, yet there is also a historical trajectory 
towards an increasing motivation for commu-
nication and interaction regarding threats and 
risks.21 Arguments are increasingly put forward 
that intelligence communities should adopt 
a broader and integrative engagement with 
other parts of society.22	

This trajectory has taken on different 
expressions depending on the perceived 
pertinence of security threats at different 
points in time. The aftermath of 9/11 and the 
conclusions of the 9/11-commission paved the 
way for a paradigmatic shift in the U.S. intel-
ligence community, catering for a transition 
from stovepiped and secluded compartmen-
talisation towards increased information shar-
ing within the U.S. intelligence community and 
with external partners, particularly in the field 
of counterterrorism.23 The heightened aware-
ness of the terrorism threat in the early 2000s 

motivated communication intended to induce 
awareness, action and co-production primarily 
regarding threats emanating from non-state 
actors. However, a correspondingly open ap-
proach to threats posed by adversaries in the 
form of foreign states, particularly regarding 
the West’s main adversaries Russia and China, 
took longer to materialise. It has shifted in 
lockstep with the deterioration in relations 
and threat perceptions stemming from these 
actors. Regarding Russia, a defining moment 
came with the annexation of Crimea and the 
subsequent offensive in Donbas in 2014. 
Western political responses to these acts of 
aggression against Ukraine have in retrospect 
been characterised as slow, reactive, and in-
sufficient.24 This was the case despite access 
to intelligence that could have been utilised 
more effectively to establish and communi-
cate a shared understanding of these events, 
forming the basis for a significantly swifter 
and more cohesive collective response.25 
Impediments to the formulation of a coher-
ent western response to Russian actions in 
Crimea and later Donbas can be attributed to 
a political unwillingness to act. This may well 
have been possible to overcome if addressed 
through the early establishment of an openly 
communicated narrative of events, supported 
by strategic intelligence and clearly attributing 
Russia as the aggressor. 
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The reactions to several later incidents 
involving Russian interference and covert 
operations in western countries indicate 
a sustained effort to attribute actions to 
Russia and to publicly present intelligence to 
support these claims. Russia’s interference 
in the 2016 U.S. elections, which was thor-
oughly investigated and publicly communi-
cated in its aftermath, constituted a warning 
supplemented by a thorough description of 
the methods employed.26 A similar attempt 
to manipulate French elections in 2017 was 
successfully thwarted.27 

The arguably most elaborate case of 
intelligence utilised for StratCom in relation 
to the threat posed by Russia’s intelligence 
agencies was the UK’s reaction to the attempt-
ed assassination of Sergei Skripal in 2018, 
which indeed reflects key lessons regarding 
the strategic utility of intelligence in communi-
cation. The Skripal case was groundbreaking 
in terms of counterintelligence disclosures. 
British authorities swiftly and publicly iden-
tified Russia as responsible for the attack, 
specifically naming two GRU operatives as 
the perpetrators of the Novichok nerve agent 
poisoning and presenting evidence to sub-
stantiate these claims.28 

The UK also successfully coordinated 
a unified international response, leading to a 
large-scale expulsion of Russian intelligence 
personnel across Europe—a collective measure 
that significantly impacted Russia’s diplo-
matic presence and intelligence capabilities. 
Furthermore, the British Foreign Office active-
ly tracked and countered Russian information 
influence by documenting and debunking at 
least 24 different, non-credible explanations 
offered by Russia regarding the incident; 
helping to maintain focus on the actual 
sequence of events. The central message of 
the UK’s strategic communication was that the 
attack was not an isolated event but part of a 
broader pattern of aggressive Russian behav-
iour, contextualising the poisoning within 
Russia’s wider campaign of intelligence oper-
ations and targeted assassinations in Europe. 
British authorities also shared intelligence 
with allies to sustain international support, 

contributing to long-term changes in how 
Western states address Russian intelligence 
activities. The incident led to heightened 
scrutiny of Russian operations and increased 
awareness of the necessity for coordinated 
measures to counter this threat.29

Russia likely miscalculated the inter-
national response to the attempted assas-
sination of Skripal, reflecting a significant 
failure in its own strategic communication 
planning. The operation triggered a unified 
reaction from over 30 countries, resulting in 
the expulsion of nearly 150 Russian embassy 
staff—the most extensive measure of its kind 
since the Cold War.30 The aftermath of the 
incident exposed substantial vulnerabilities 
in Russia’s intelligence operations, particu-
larly concerning their digital footprint. Open-
source investigations by the NGO Bellingcat 
successfully reconstructed key aspects of the 
operation, including personnel, activities, and 
facilities linked to Russian military intelligence 
GRU’s Unit 29155. For instance, GRU opera-
tives were identified through photographs from 
previous assignments shared on social media, 
while digital traces were left by mobile phones 
carried to and from sensitive locations, forcing 
the GRU to reassess its operational security 
and tradecraft.31 

These and several other examples 
are indicative not only of the growing threat 
that Russia poses to Europe, but also of the 
emergence of a common understanding of the 
threat and methods to counter it since 2014. 
The use of intelligence in StratCom has been 
an integral and significant part of this effort, 
representing a strategy encompassing all 
the components of utility listed above. NATO 
and the EU as organisations, as well as their 
members, have since systematically employed 
disclosed intelligence in their strategies to 
reveal and counter Russian information influ-
ence.32 Russia’s communication strategy aims 
to flood the information space with multiple 
competing narratives and consistently deflect 
attention from its own agenda and role in 
events. This has given rise to an imperative 
among NATO allies and partners to establish 
a common and authoritative understanding of 
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threats attributable to Russia as well as Russian 
strategy and behaviour, and to support this 
understanding with credible evidence in the 
form of intelligence. In effect, the range of 
hybrid threats comprising Russia’s toolbox in 
interactions with Europe and the U.S., including 

information operations, cyber threats, political 
subversion, election interference, attempted 
coups, sabotage, and military threats, has 
increasingly become part of the political dis-
course and public consciousness in western 
countries.  

Russia’s full-scale invasion of Ukraine, 
U.S. and UK disclosures 

Russia’s preparations for its full-scale 
invasion of Ukraine provided a significant 
catalyst for this strategy. While disclosures 
regarding Russian hybrid threats in Europe 
had become increasingly commonplace, the 
U.S. and UK took unprecedented steps when 
publicly disclosing detailed strategic warning 
intelligence related to Russia’s military build-up 
in the months leading up to Russia’s full-scale 
invasion of Ukraine on February 24, 2022.  

In December 2021, the Biden adminis-
tration began to publicly share intelligence 
regarding Russia’s preparations for war, sup-
ported by the publication of commercial sat-
ellite imagery showing a massive Russian mili-
tary buildup along Ukraine’s borders, including 
the presence of equipment, armoured units, 
supply chains, and large numbers of troops 
clearly indicating preparations for a large-
scale invasion.33 Declassified intelligence 
indicated that the operation could include up 
to 175,000 troops, organised into 100 battalion 
tactical groups.34 

As the invasion drew closer, U.S. in-
telligence sources accurately predicted that 
Russia would attack in late February, an as-
sessment communicated by President Biden 
and National Security Advisor Jake Sullivan, 
while Secretary of State Anthony Blinken pro-
vided a detailed account of Russia’s invasion 
plan at the UN Security Council.35 The head of 
UK Defence intelligence James Hockenhull 
published a map predicting Russia’s invasion 
plan on Twitter the week before it began, ar-
guing “it’s important to get the truth out before 
the lies come”.36 

The revelations were exceptionally 
detailed, not least in their account of Russia’s 
own StratCom and information planning, 
including the preparation of false flag op-
erations intended as pretexts for launching 
the attack.37 According to the communicated 
intelligence, Russia prepared staged attacks 
on Russian-speaking populations as a pretext 
for war, as well as fake videos of casualties to 
fabricate Ukrainian “aggression”.38 Moreover, 
intelligence was disclosed revealing details of 
Russia’s post-invasion plans, including replac-
ing Ukraine’s political leadership with a proxy 
government, detailed measures to pacify the 
occupied country and population, and a “kill 
list” including Ukrainian leaders, journalists, 
and activists targeted for arrest or execution 
after an invasion.39 

The employment of intelligence for 
StratCom in the lead-up to the invasion sought 
to employ the full range of utilities of such 
an effort. It intended to establish a dominant 
understanding of the conflict, with Russia 
unequivocally defined as the aggressor; 
deter Russia from implementing its war plans; 
reinforce cohesion among allies and partners 
as well as national publics, and to sustain 
credibility for the message and the intelli-
gence at its core. Among these motives for 
the StratCom campaign, which has frequently 
been described as both innovative and largely 
successful, the objective of deterrence was not 
attained and Russia invaded nevertheless. The 
disclosures, however, did establish a dominant 
narrative regarding what was about to happen. 
They denied Russia the element of surprise, 
forcing it to go ahead with its operational 

17



plans without the cover of fabricated pretexts. 
Although decision-makers in several European 
allies as well as in Ukraine remained sceptical 
regarding the impending invasion before it 
happened, Russia arguably faced a decidedly 
more unified West, and a better prepared 
Ukraine, than would otherwise have been the 
case. After February 24, 2022, the intelligence 

disclosures had a powerful impact in unifying 
perceptions among Western governments and 
publics. This enabled a common and coordi-
nated response among NATO allies including 
military, political and diplomatic support for 
Ukraine and a comprehensive sanctions 
regime imposed against Russia.40 

Ukraine’s wartime utilisation of 
intelligence for StratCom

Since February 2022, it has become 
evident that Ukraine has put much thought 
and effort into its own StratCom strategy, and 
the utilisation of intelligence therein. Indeed, 
especially during the first two years, Ukraine’s 
communication about the war’s causes and its 
trajectory became the dominant understand-
ing among western audiences (although the 
same cannot be said globally). The credibility 
of Ukraine’s wartime StratCom has been under-
pinned by realities on the battlefield, where the 
Armed Forces of Ukraine have proven capable 
of resisting and repelling invading Russian 
forces. In turn, it has played a crucial role in 
mobilising and sustaining Western assistance 
for the war effort. 

Ukraine’s capabilities when it comes to 
wartime StratCom comes from significant expe-
rience acquired over the eight preceding years 
of fighting a low-intensity war with Russia.41 
An example of an early success in this regard 
was the Security Service of Ukraine’s (SBU) 
dissemination of signal intercepts to elucidate 
the circumstances surrounding the downing 
of Malaysia Airlines Flight MH17 on July 17, 
2014. Shortly after the downing of MH17, the 
SBU released audio recordings of intercepted 
phone calls between pro-Russian separatists 
and Russian military intelligence officers, indi-
cating that the separatists were responsible for 
shooting down the aircraft. The SBU released 
the recordings to major international media 
outlets, ensuring widespread public access to 
the information.42 Bellingcat, again, was able to 
support the case by tracking Russia’s transfer 

to the separatists of the specific BUK anti-air 
system utilised to down MH17.43 

Throughout the war with Russia, and 
most intensely since the beginning of the full-
scale invasion, Ukraine has continually and 
strategically utilised intelligence disclosures 
to bolster its defence, disrupt Russian opera-
tions, and galvanise domestic and internation-
al support for the war effort. Whereas interna-
tional support for Ukraine, particularly from the 
U.S., has waned over the last year, Ukraine’s 
use of intelligence for StratCom has arguably 
played a significant part in ensuring more 
cohesive, sustained and extended Western 
international engagement than would have 
been the case without it. 

Ukraine’s main intelligence agencies 
SBU and HUR (military intelligence) have been 
consistently involved in the overall StratCom 
effort, providing a steady stream of selectively 
declassified intelligence publicised in a range 
of media channels.44 This effort has been 
qualitative as well as quantitative, creatively 
packaged and communicated in a tailored 
manner to different audiences, with skilled 
utilisation of social media, performativity and 
in several cases humour. A significant modus 
has been to showcase Russia’s military in-
aptitude. Ukraine has flooded various public 
outlets with declassified battlefield footage 
showing destroyed Russian equipment and 
incompetent tactical behaviour, as well as suc-
cessful and innovative Ukrainian operations, 
for example in its employment of naval drone 
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attacks against Russian warships.45 Releases 
of intercepted Russian battlefield communica-
tions have displayed chaos, low morale, and 
poor coordination within the Russian military.46 
Other disclosures have included reports on 
Russia’s declining ammunition stockpiles, diffi-
culties in replacing lost military equipment, and 
economic struggles due to sanctions, as well 
as infighting in the Russian leadership and the 
Wagner Group insurgency. Disclosures naming 
Russian units and servicemen responsible for 
war crimes in areas occupied by Russia have 
served to attribute responsibility and retain 
focus on the consequences of Russian success 
in the war.47 The defiance of Ukrainian border 
guards on Snake Island, responding “Russian 
warship, go fuck yourself” to Russian demands 
to surrender, became a unifying symbol of 
resistance, underpinned by the release of an 
audio recording of the communication.48 

These intelligence disclosures have 
helped Ukraine strengthen its defensive ca-
pabilities by retaining cohesion domestically, 
in terms of motivation and resilience among 
the Ukrainian population and raising morale in 
Ukraine’s military. They have fuelled interna-
tional cohesion, by demonstrating to Western 
allies that the war is winnable and that contin-
ued military and economic support for Ukraine 
is a fruitful investment of resources. Moreover, 
they have aimed to undermine the motivation 
of the opponent and shape the dominant 
narrative of the war, in turn countering Russia’s 
corresponding communication efforts.49

Whereas the overall objectives of using 
intelligence for StratCom purposes remain 
unchanged in wartime, they naturally become 
more acute. Particularly, as has been the case 
for Ukraine, when engaged in an existential 
struggle for survival. Across the board, the im-
perative of establishing a more convincing nar-
rative regarding the conflict than the opponent, 
deterring the enemy’s will to fight, attributing 
aggression and breaches of international law, 
and promoting cohesion within the military, 
public, and among international partners are 
all significant features of a war effort. 

During Russia’s war in Ukraine, the 
leveraging of intelligence in StratCom efforts 
by both sides speak to the significant impor-
tance of shaping national and international 
perceptions of the war, and to the advantages 
of utilising intelligence in StratCom as crucial 
components of fighting power. However, deci-
sions regarding declassification and disclosure 
arguably come with higher stakes. If these 
risk conferring advantages to the enemy by 
compromising operational security, they could 
result in significant loss of life and potentially 
the war itself. Conversely, in recognition of the 
centrality of StratCom as a component of war-
fighting, and of declassified intelligence as a 
considerable resource in this context, decisions 
not to integrate even sensitive intelligence with 
overall communication efforts present risks at 
least as serious. 

Communication on intelligence threats
Whereas the disclosures in 2021-2022 

represented a modern approach to the uti-
lisation of strategic intelligence, the use of 
intelligence in StratCom has been a growing 
practice among security services for a longer 
period, particularly when it comes to counter-
intelligence. As noted above, the increased 
realisation since 2014 of the hybrid threats that 
Russia employs against Europe has gradually 
provided for an increasingly open attitude to 
communication about these threats. This has 

occurred in combination with steadily increas-
ing Russian intelligence activities in Europe in 
the years leading up to the full-scale invasion 
of Ukraine. As noted by Mark Galeotti already 
in 2021, “The Russian intelligence community 
is now operating with a wartime mindset. They 
think they are in an existential struggle for 
Russia’s place in the world”.50 Russia’s full-scale 
invasion of Ukraine nevertheless served as a 
catalyst also in this field. While this can partly 
be attributed to increased and progressively 
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more brazen Russian intelligence activities in 
Europe after the invasion, it also reflects a per-
ceived need among European governments 
and security services to provide a more coher-
ent picture of the gravity and complexity of the 
threat that Russia poses to Europe. 

Thus, national security services across 
Europe have taken an increasingly transparent 
approach to communicating about Russian 
(as well as Chinese and Iranian) intelligence 
activities, with several agencies explicitly 
warning about the scale and modus of Russian 
operations.51 There are numerous examples 
of public statements from heads of European 
intelligence services as to their assessments of 
the threat, with for example MI6 Chief Richard 
Moore describing the behaviour of Russian 
intelligence services in Europe as “feral”.52 
The activities referred to include increasing 
amounts of sabotage, targeted assassinations, 
recruitment, information influence activities, 
and political subversion conducted by Russian 
intelligence services in Europe.53 Public threat 
assessments from a range of European intel-
ligence agencies today provide explicit and 
elaborate accounts of the range of threats their 
countries are facing from Russia.

While Western security services have 
historically been cautious when discussing 
Russian intelligence activities, intelligence 

disclosures by security services, other gov-
ernmental agencies, or political authorities 
are today widely available in government 
publications and other open sources. In 
cases where crimes have been investigated 
and prosecuted, there is also material from 
publicised preliminary investigations, reflect-
ing the increased frequency of espionage 
cases brought to trial. As a result, information 
about individuals, methods, and the scope 
and focus of activities increasingly becomes 
public knowledge, which raises general 
societal awareness of the intelligence threat. 
Moreover, it potentially has a deterrent effect 
while demonstrating capacity and resolve.54 
Although the communicated intelligence is, 
of course, adapted for public disclosure, it is 
now possible for actors outside the “secrecy 
bubble”—researchers, NGOs, journalists, or 
the interested public—to gain a much more 
comprehensive understanding of hostile intel-
ligence activities than was possible just a few 
years ago.

In other words, European security 
services have over time engaged in an 
increasingly elaborate use of intelligence for 
StratCom aiming to provide a unified under-
standing of the Russian threat and employ a 
strategy of attribution, deterrence, cohesion 
and credibility. 

Information influence and elections
The area where this strategy is perhaps 

most coherent and visible is in connection 
with preparations for elections. During these, 
intelligence-based threat assessments have 
become standard procedure in European 
countries, as well as the U.S., serving to warn 
and inform the public by highlighting vulner-
abilities related to elections and foreign sub-
versive activities and information influence 
targeting them. 

In recent years, a major effort at dis-
closing and communicating the threat has 
been directed at the Russian information 

influence campaign Doppelgänger, aiming 
to undermine support for Ukraine, reinforce 
societal divisions and influence elections 
in European states and in the U.S. The op-
eration utilises cloned websites mimicking 
legitimate news outlets such as Der Spiegel, 
Le Monde, Fox News, and The Washington 
Post, featuring fabricated news articles pro-
moting pro-Russian narratives. The operation 
also employs networks of fake social media 
accounts to disseminate these narratives as 
well as AI-generated realistic but false content, 
including deepfake videos. The non-profit or-
ganisation EU DisinfoLab identified and named 
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the Doppelgänger campaign in 2022. During 
2024, a concerted effort by security services 
and other government agencies in several 
affected states communicated known details 
about the operation of Doppelgänger, accom-
panied by the seizure of internet domains and 
the imposition of sanctions against entities 
involved in the campaign, including the Social 
Design Agency (SDA) and Structura.55

U.S. intelligence agencies issued 
several warnings during the 2024 election 
period, underlining the information influence 
activities of Russia, and to a lesser extent Iran, 
to undermine the credibility and legitimacy of 
the elections in the eyes of U.S. voters.56 The 
Director of National Intelligence (DNI) released 
reports detailing Russia’s influence operations, 
including the use of AI-generated information 
threats and attempts to induce chaos during 
Election Day and until the inauguration.57 

In response to Russian interference in its 
2024 presidential election and concurrent EU 
membership referendum, Moldova employed a 
multifaceted communication strategy to inform 
both its citizens and its international partners. 
President Maia Sandu publicly condemned 
the interference, describing it as an “unprec-
edented assault” on democracy, highlighting 
evidence of significant vote-buying schemes. 
Alexandru Musteațӑ, Director of Moldova’s 
Security and Intelligence Service, presented a 
detailed report to parliament outlining Russia’s 
interference during the elections and warned 
of potential future meddling in the 2025 par-
liamentary elections. Moldova also invited 
international observers to monitor the elections 
and referendums, ensuring transparency and 
credibility in the face of external interference. 
The government facilitated access for interna-
tional media to report on the situation, aiming 
to raise awareness about the threat.58

In December 2024, during Romania’s 
presidential election, the country’s intelli-
gence services took unprecedented steps 

to communicate findings of Russian interfer-
ence. President Klaus Iohannis authorised 
the declassification of intelligence, which 
detailed how Russian operatives conducted a 
coordinated social media campaign to bolster 
the far-right candidate Calin Georgescu. The 
Supreme Council of National Defense (CSAT) 
released these declassified reports to the pub-
lic, revealing that Romania had been the target 
of “aggressive hybrid Russian actions” during 
the election period. Based on the intelligence 
findings, the Constitutional Court of Romania 
then took the significant step of annulling the 
first round of the presidential election, citing 
substantial evidence that Russian interference 
had distorted the electoral outcome.59

In the lead-up to Germany’s 2025 federal 
elections, multiple reports and investigations 
highlighted significant Russian interference 
aimed at influencing the electoral process. 
Germany’s BfV and Interior Ministry identified 
the Russian-linked information influence 
operation Storm-1516, previously identified 
as active in the 2024 U.S. elections, which 
disseminated fake videos on social media 
platforms, aiming to mislead voters and disrupt 
the electoral process.60 A study carried out 
by fact-checking organisations Correctiv and 
NewsGuard uncovered that over 100 websites, 
linked to Russian entities, utilised artificial 
intelligence to produce and disseminate false 
stories targeting German politicians supportive 
of NATO and Ukraine. These narratives aimed 
to sway public opinion and prop nationalist, 
Russia-friendly parties, notably the Alternative 
for Germany (AfD).61 
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Strategic assessments of future war
Among the most fateful assessments 

communicated by European intelligence agen-
cies since the beginning of Russia’s full-scale 
invasion of Ukraine are those underscoring 
the severity of the deteriorating security situ-
ation for Europe and the consequences of an 
end to the war in Ukraine that is favourable 
to Russia. Among these, the Latvian Security 
Service (SAB) warned in its annual report for 
2024 that a pause in the war would enable 
Russia to rebuild its military capabilities, poten-
tially threatening NATO and European states 
within five years. The report emphasised that a 
“frozen” conflict might allow Russia to increase 
its military presence near NATO’s northeastern 
flank, including the Baltic states.62 Bruno Kahl, 
President of Germany’s Federal Intelligence 
Service (BND) indicated in November 2024 
that Russia could attain the capability to launch 
an attack on NATO territories by the end of this 
decade. He underscored that while a large-
scale attack against a NATO country was not 
expected, a more limited operation under the 
pretext of “protecting” Russian minorities is 
conceivable, ultimately aiming to test the cred-
ibility of NATO’s article 5.63 

In early 2025, The Danish Defence 
Intelligence Service (DDIS) issued a new signif-
icant warning regarding Russia’s ability to pose 
a credible military threat to NATO countries 
within a few years. The assessment is based 
on a scenario including the cessation or freez-
ing of hostilities in Ukraine, a perception of 

NATO as weak and divided, a failure in NATO 
to undertake a corresponding military build-up, 
and inability or unwillingness of the U.S. to sup-
port European allies in a war with Russia. The 
report suggests that under these conditions, 
Russia could be capable of initiating a local 
war against a neighbouring country within 
approximately six months. Within two years, 
Russia might constitute a credible threat to one 
or more NATO countries, positioning itself for 
a regional war against several NATO members 
in the Baltic Sea region. In about five years, 
Russia could be prepared for a large-scale war 
on the European continent.64 

The publicised Latvian, German and 
Danish intelligence assessments, along with 
several others, indeed provide an alarming 
picture of the deteriorating security situation 
in Europe and the potential consequences of a 
ceasefire or “peace” in Ukraine that is imposed 
on Russia’s terms. The dire assessments, and 
the decision to provide an exceptionally clear 
picture of the threat at hand, indeed provides 
a common frame of reference for European 
politics and publics, intended to align percep-
tions regarding the security threat that NATO 
and Europe are facing. The aim is to build 
cohesion, providing legitimacy for the difficult 
decisions and priorities ahead for Europe in 
the process of building the collective defence 
capabilities needed to ensure future security 
on the continent. 

22



Drivers of the utilisation of 
intelligence for StratCom 

A common denominator for these 
examples of how intelligence is employed 
for StratCom-purposes is the objective of 
establishing a credible official account of a 
particular threat or security imperative, and to 
promote awareness and legitimacy for needed 
courses of action. The shift described above 
of an increasingly proactive attitude towards 
the utilisationof intelligence for communica-
tion purposes is in turn grounded in the rapid 
and accelerating evolution of the information 
environment in which governments and intelli-
gence agencies must navigate.65 

In an information environment shaped 
by exponentially increasing volumes of data 
and a wide diversity of narratives, antagonistic 
actors like Russia aim to overwhelm audiences 
with a stream of conflicting information, frus-
trating efforts to distinguish between facts 
and fiction. This approach contrasts with the 
often-reactive attempts by Western actors to 
win battles of strategic narratives.66 The vast 
amount of competing information increases 
the need for authoritative narratives to capture 
the audience’s attention and convey messag-
es effectively. In this attention economy, the 
emphasis is not only on the information itself but 
also on its packaging and delivery to engage 
the intended audience. Consequently, there 
is an increasing need for content, narratives 
and actions that resonate with diverse target 
groups.67 In turn, strategic communication, to 
be successful, aims to influence the overall 
interaction and discourse of communication 

among target groups, further reinforcing the 
dissemination of desired narratives. It is in 
this context that the power of intelligence as 
a tool for strategic communication needs to be 
understood. 

The security environment has in-
creasingly come to be conceived in terms of 
its informational and cognitive dimension, 
with increased importance attached to the 
“audience effects” of employing traditional 
material sources of power, e.g. military and 
economic means, alongside their consequenc-
es in the physical world. As noted above, 
states in the western hemisphere have over 
the past decade acquired an increased under-
standing of their exposure to hybrid threats, 
the employment by hostile state actors of 
below-threshold methods with plausible 
deniability to exploit existing vulnerabilities in 
democratic societies. Information and commu-
nication have thus become perceived as one 
crucial component of the strategy to counter 
these threats.68 

It is also in this context that the political 
will and perceived necessity to communicate 
explicitly about threats and attribute antag-
onistic behaviour to other state actors has 
gradually emerged. Political will is, of course, 
a significant driver and a key precondition for 
the development and utilisation of intelligence 
in StratCom. 
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New technologies and OSINT 
New technologies have drastically 

changed the information environment, enabling 
information, communication, and competing 
narratives to travel with unprecedented speed. 
This places a premium not only on the quality of 
communication, but also its speed and quanti-
ty, given the limitations of attention.69 Thus, the 
ability to not only establish dominant narratives, 
but to do so quickly enough to precede and 
supersede falsified counternarratives, as well 
as to align verbal communication with actions 
to close the say-do gap, is a significant task 
for strategic communicators. Smartphones, 
social media, and messaging applications have 
fundamentally transformed how information is 
disseminated and consumed. State and non-
state actors leverage digital platforms to influ-
ence narratives and mobilise public opinion. 
For example, the war between Russia and 
Ukraine illustrates how information warfare is 
conducted through a wide range of channels, 
blurring the boundaries between traditional 
combatants and civilians.70

The ongoing technological leap towards 
the integration of artificial intelligence (AI) 
and machine learning offer significant new 
possibilities in this regard; increasingly devel-
oped and employed by western states and 
their antagonists alike.71 The opportunities 
to employ AI for both intelligence collection 
and analysis, and for StratCom purposes are 
increasing rapidly. For example, AI can be 
utilised for tailored strategic messaging, per-
sonalising messages for different audiences 
while natural language processing allows for 
real-time language translation and sentiment 
adaptation.72 AI can be employed to detect 
deepfakes and information threats as well as 
for monitoring adversarial narratives, bots, and 
fake news on social media while optimising 
counter-messaging strategies.73 The ethically 
contested use of psychographic profiling and 
content amplification allows for effective tar-
geting of specific demographics and enhanced 
reach of strategic communications.74 Deep 
behavioural analysis can be utilised to analyse 
cognitive biases and behavioural patterns to 

develop highly effective persuasion strate-
gies.75 Moreover, machine-generated narra-
tives can adapt in real-time to counter those 
of adversaries or reinforce desired messages; 
whereas AI systems can assess emotional 
states based on speech, text, and facial recog-
nition to tailor communication accordingly.76 

Opportunities to employ various 
AI-powered capabilities for StratCom purposes 
are multiplying and the limitations are deter-
mined less by the actual possibilities offered 
by the technology itself than by the ethical and 
integrity-related concerns regarding their use 
that rightfully raise barriers to their employ-
ment in democratic societies.77 

The extensive growth of open-source 
data is another feature of the contemporary 
information environment with significant impli-
cations for the use of intelligence in StratCom. 
On the one hand, this development has given 
rise to competition for intelligence agencies, 
with a range of actors capable of producing “in-
telligence”. On the other hand, the availability 
of information derived from open sources has 
also enabled StratCom based on intelligence 
disclosures. 

In terms of competition, competitors to 
intelligence agencies when it comes to the 
production of authoritative knowledge have 
emerged due to the availability of information 
and new technologies. Intelligence agencies 
have historically derived their authority and 
strategic value from their ability to access and 
assess classified or secret information, where 
intelligence disciplines allowed the uncov-
ering of information that was inaccessible to 
non-government actors. However, the growth 
of publicly available data—ranging from 
satellite imagery and social media posts to 
corporate records and geolocation data—has 
expanded the production of intelligence-like 
analysis and knowledge beyond traditional 
government agencies. It remains controversial 
whether what these actors produce can be 
called “intelligence”, which after all constitutes 
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the combined professional analysis of open 
and secret sources derived from advanced col-
lection capabilities, e.g. HUMINT and SIGINT. 
Nevertheless, aside from clandestine collec-
tion, non-government open-source analysts 
today have the means to engage in types of 
knowledge production that were previously 
the prerogative of intelligence agencies.78 

The information and analysis produced 
by NGOs such as Bellingcat, private intelli-
gence companies such as Palantir, Flashpoint 
and Recorded Future, as well as journalists 
and researchers, can be communicated 
quickly and often faster than intelligence 
agencies. NGOs and independent investiga-
tive groups have utilised open-source data 
to uncover state-sponsored assassinations, 
war crimes, and information influence cam-
paigns. Bellingcat’s investigation into the 
2014 downing of Malaysia Airlines Flight MH17 
is a prime example of how publicly available 
information (including satellite imagery, flight 
paths, and social media posts) can quickly be 
pieced together to produce highly credible 
conclusions. Private intelligence companies 
specialised in aggregating and analysing 
open-source data provide services to corpo-
rate clients, governments, and media organ-
isations, offering actionable insights into 
topics such as cybersecurity threats, geopo-
litical risks, and economic trends. Investigative 
journalists have increasingly embraced OSINT 
techniques in their reporting and have been 
able to break stories on military movements, 
cyberattacks, and covert operations. 

This has created a new ecosystem of 
knowledge production in the intelligence 
world—one that challenges the traditional mo-
nopoly of government intelligence agencies. 
Credible intelligence is no longer exclusive to 
state actors. This development raises impor-
tant questions regarding the role, function, and 
relevance of traditional intelligence agencies 
in an era where their capabilities are increas-
ingly matched—and sometimes surpassed—by 
external entities.79

The growing influence of non-state in-
telligence producers is due in large part to the 

speed with which they can disclose their find-
ings. Government intelligence agencies may 
be constrained by bureaucratic processes and 
inter-agency coordination requirements, but 
most importantly apply rigorous methods and 
analytic standards for quality assurance, which 
is certainly not necessarily the case for all non-
state actors.80 Operating with classified as op-
posed to open data, government intelligence 
agencies must also always carefully weigh the 
risks of compromising sources and methods 
into every decision to disclose intelligence.81 
The growing availability of high-quality infor-
mation produced outside the purview of intel-
ligence agencies can also induce intelligence 
consumers to turn to external sources for faster 
access, which may contribute to setting a nar-
rower agenda for intelligence collection since 
policymakers derive the questions they want 
their intelligence agencies to answer from pub-
licly available information and the news cycle.82 

The rise of non-state intelligence 
producers is thus prompting a broader 
re-evaluation of what intelligence agencies 
should prioritise in the 21st century, and what 
their comparative advantages are. While 
non-state actors excel at rapidly gathering 
and analysing open-source data, intelligence 
agencies have a clear advantage in providing 
deep and triangulated multi-source analysis. 
Moreover, as OSINT becomes more accessi-
ble, the unique value of classified intelligence 
collection against hard targets will remain a 
key advantage for state agencies.

This said, the availability of open-source 
information has also proven to be a significant 
enabler for intelligence agencies and for the 
use of intelligence in StratCom. A large share 
of the information that goes into an intelligence 
assessment normally consists of open-source 
data.83 Partnerships between government 
intelligence agencies, private actors, the re-
search and educational sector and civil society 
actors are increasingly becoming recognised  
as needed for the ability to facilitate intelli-
gence “co-production”.84 

Most importantly, when it comes to 
intelligence in StratCom, the availability of 

25



open-source analysis can greatly facilitate 
and support the disclosure of intelligence. 
Non-state actors operate in the public domain, 
which allows them to share their findings 
openly without the limitations imposed by clas-
sification systems. The threshold for verifying 
information already present in other channels 
is much lower than for disclosing information 
held exclusively by intelligence services. When 
intelligence disclosures can be supported by 
publicly available and credible sources, this 
significantly reduces the risks to sources and 
methods. An important case in point is the 
aforementioned utilisation of commercial satel-
lite imagery produced by Maxar to substantiate 

U.S. claims of Russia’s military build-up on 
Ukraine’s border in late 2021. These images 
produced credible evidence of the assertion 
that Russia was preparing an invasion, without 
having to disclose highly classified images 
from U.S. military satellites. Moreover, carefully 
vetted releases of intelligence have served 
to direct open-source analysts to track troop 
movements, missile strikes, and information 
influence campaigns during Russia’s war in 
Ukraine in real time using social media posts, 
satellite images, and geolocation tools, in a 
manner that has been very much in synch with 
the narrative sustained by official intelligence 
disclosures.85 
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Risks of utilising intelligence for 
StratCom-purposes

While offering significant advantages, 
the use of intelligence in StratCom also 
entails serious risks that can jeopardise 
national security, diplomatic relations, and 
operational effectiveness. These risks are 
multifaceted, encompassing the exposure 
of sources and methods, adaptation among 
adversaries, credibility concerns, and unin-
tended strategic consequences. In the longer 
term, the perceived success of intelligence 

disclosures as components of StratCom ef-
forts could incentivise political expectations 
for an increased focus on the production of 
“communicable” intelligence, hence risking 
the increased politicisation of intelligence 
as a practice. Understanding these risks is 
essential to ensuring that the utilisation of 
intelligence in StratCom does not undermine 
its intended effects, or indeed intelligence 
itself.

Exposure of sources and methods
A primary and well-documented risk of 

intelligence disclosures is the potential com-
promise of sensitive sources and methods. 
Decisions to communicate what is known 
based on secret intelligence are naturally 
accompanied with “disclosure dilemmas,” 
where the benefits of disclosure must be 
balanced against the potential damage to 

political objectives and operational securi-
ty.86 Disclosure can jeopardise ongoing intel-
ligence operations, as well as exploits, field 
operatives and human sources.87 The more a 
state reveals about its knowledge and intelli-
gence assets, the greater the likelihood that 
adversaries will identify and neutralise those 
sources or deny access to exploits.88

Adversary adaptation
An associated risk is that public 

disclosure of intelligence can trigger be-
havioural adaptation among adversaries, 
compromising future collection efforts. Once 
intelligence is made public and adversaries 
become aware of intelligence operations 
targeting their activities, they can adopt 
countermeasures and adjust their methods to 
evade detection, for example by altering their 

communications or adjusting their counterin-
telligence strategies, rendering previously 
effective collection techniques obsolete. 
Historical incidents, such as the aftermath 
of the Snowden leaks, demonstrate how 
adversaries have successfully upgraded their 
operational security by exploiting publicly 
available knowledge of intelligence practic-
es. Adaptation results in a more challenging 

27



intelligence environment, as previously ef-
fective collection methods may be rendered 
ineffective. Public intelligence disclosures 
can also reveal vulnerabilities in collection 
capabilities by exposing blind spots and en-
couraging adversaries to exploit them, or to 
supply deliberately misleading information. 

This can encourage unpredictability among 
targets, in turn risking to undermine future 
intelligence-gathering capabilities, reducing 
the effectiveness of collection capabili-
ties and impairing the ability to pre-empt 
threats.89

Unintended consequences
Utilising intelligence in StratCom also 

carries the risk of contributing to unintended 
strategic consequences, including conflict 
escalation and diplomatic fallout. By taking 
public stances supported by disclosed intel-
ligence, governments may inadvertently limit 
their options and their ability to negotiate or 
de-escalate conflicts without losing credibil-
ity. For example, disclosing strategic warning 

intelligence to justify military posturing or 
public ultimatums can increase the costs of 
compromise or retreat, in turn entailing risks 
of exacerbating tensions and escalating con-
flicts.90 When it comes to foreign interference, 
decisions to publicly attribute may constrain 
other policies, expose societal vulnerabilities, 
and contribute to political polarisation.91 

Credibility
Decisions to disclose intelligence 

should always be taken with their long-
term impact on future credibility in mind. 
Intelligence disclosures that are not supported 
or verified by observable evidence risk giving 
rise to a “self-negating prophecy” when public 
warnings based on intelligence fail to ma-
terialise, leading to scepticism about future 
assessments. If intelligence disclosures are 
perceived as exaggerations or as motivated 
by political rather than security concerns, this 
may sow doubt about the integrity and ac-
curacy of such warnings.92 If, for example, the 
efforts in 2021 and 2022 to raise awareness 
regarding Russia’s invasion plans had not been 
followed by an actual invasion, this would like-
ly have undermined the credibility of U.S. and 
UK intelligence and strategic communication. 
They would conceivably have been accused 
of “crying wolf” and fearmongering (although 
it might, conversely, have represented an 
example of successful deterrence).93 

Intelligence disclosures are always 
selective, which can foster perceptions of bias 

and manipulation, even more so if disclosures 
appear to be strategically timed to fit a par-
ticular narrative. Such perceptions may hinder 
collaboration with allies, complicate diplomatic 
engagements, and reduce the effective-
ness of intelligence-sharing agreements.94 
Domestically, disclosures may provoke polit-
ical backlash and polarisation, particularly if 
they are perceived as manipulative or fear-in-
ducing.95 Public mistrust and political criticism 
can, in turn, weaken the authority of policy-
makers and intelligence agencies, making 
future intelligence-related decisions more 
contentious. Moreover, when disclosed intel-
ligence appears to add little new information 
aside from what is already publicly available, 
it can undermine the perceived value of 
intelligence per se.96

Potential inaccuracies in intelligence 
assessments can become particularly dam-
aging when these are used to justify fateful 
political decisions. In this regard, the strategy 
of reinforcing StratCom with strategic warn-
ing intelligence in the lead-up to Russia’s 
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invasion of Ukraine can partly be seen as a 
response to previous intelligence failures.97 
The manner in which assessments from the 
U.S. intelligence community were politically 
instrumentalised to justify the 2003 invasion 
of Iraq caused long-term credibility damage 
and continue to affect how European coun-
terparts as well as the U.S. public perceive 
the reliability of U.S. intelligence and the way 
it is utilised in strategic communication even 
two decades later.98 The fact that U.S. and UK 
intelligence agencies accurately assessed 
Russia’s intentions and presented detailed 
evidence to substantiate their conclusions 
has, in this context, served as a form of re-
demption, helping to restore their credibility.99

The credibility risk becomes especially 
acute in a security environment saturated 
with contradictory information and defined by 
unpredictability. European states experience 
increasingly intense antagonistic behaviour, 

which is often sufficiently concealed to avoid 
quick detection and attribution. The height-
ened threat perception risks incentivising 
counterproductive communication, in which 
governments are encouraged to provide timely 
information and act accordingly, yet proving 
unable to back this communication with actual 
evidence. A case in point is the large number of 
recent damages to undersea cables and pipe-
lines in the Baltic Sea, which were in some cas-
es quickly presented as suspected sabotage 
by Russian or Russian-affiliated ships, whereas 
subsequent investigations failed to ascertain 
malign intent.100 This underscores an important 
vulnerability in relation to hybrid threats, which 
are often ambiguous and deniable by design. 
By inciting large numbers of incidents that are 
frequently difficult or impossible to attribute to 
a hostile actor, adversaries can provoke overre-
actions from targeted states and governments, 
which in turn undermine their credibility. 
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Realigning expectations for intelligence
A final potential long-term implication 

of intelligence disclosures for StratCom pur-
poses, and the attached growing demand for 
intelligence products suitable for strategic 
communication, concerns the role of intelli-
gence agencies and the external expectations 
placed upon them. A potential tension exists 
between maintaining the integrity of their core 
mission—producing intelligence to inform 
decision-making—and generating materials 
intended for outward communication aimed 
at justifying political objectives, which in part 
contradicts the established function of intelli-
gence agencies in the state decision-making 
system. Changing expectations from the polit-
ical level as well as the public regarding what 
intelligence agencies should produce and why, 
holds the danger that intelligence may become 
increasingly politicised. This is particularly the 

case if perceived successes of disclosure and 
openness translates into pressure that intel-
ligence per se should be useful for political 
communication. A crucial challenge lies in 
maintaining the balance between intelligence 
as an impartial analytical tool and its use as 
an instrument for achieving desired effects. 
This balance can be precarious, with the 
temptation to blur the lines between anal-
ysis and advocacy presenting a significant 
risk. Intelligence is traditionally produced to 
provide policymakers with objective assess-
ments, yet can potentially be distorted when 
selectively disclosed to achieve strategic out-
comes. As Huminski points out, the integrity 
of intelligence disclosures ultimately depends 
on officials who understand and respect the 
distinction between assessment, analysis, 
and advocacy.101 

Risks 

Exposure Adaptation Unintended 
Consequences Credibility Expectations

“Disclosure 
dilemma”, risk 
of revealing 
sources and 

methods. 

Risk of triggering 
adversary 

adaptation, 
compromising 

future collection. 

Risk of delimiting 
room for political 

manoeuvre 
or triggering 
unexpected 
reactions.  

Risk of 
“self-negating 
prophecy” if 

warnings fail to 
materialise.

Risk of damaged 
integrity and 
intelligence 

politicisation.
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Conclusion
The evolving role of intelligence in stra-

tegic communication underscores its growing 
importance as a tool for shaping perceptions, 
deterring adversaries, reinforcing cohesion, 
and enhancing credibility. As demonstrated 
by several of the examples elaborated in this 
report, the strategic release of intelligence 
has proven effective in countering informa-
tion threats, rallying public and international 
support for political action, and legitimising 
policy decisions. However, it also carries 
inherent risks that require careful consider-
ation to avoid undermining credibility, com-
promising sources and methods, or triggering 
unintended consequences.

In order to ensure the credibility of 
StratCom based on intelligence, and of intel-
ligence as a practice, careful thought must 
be given to the balance between strategic 
objectives and the integrity of intelligence 
assessments, where boundaries against the 
misuse or politicisation of intelligence must 
be carefully maintained. While objectives 
may vary, disclosures must align with specific 
strategic outcomes as well as consideration of 
how various audiences—both domestic and 
international—will interpret and respond to 
the information.

The use of intelligence in StratCom is 
intended to shape perceptions and influence 
decisions. It carries consequences that can both 
strengthen and undermine national interests. 

As Joshua C. Huminski suggests, the central 
guiding question in any decision to disclose 
intelligence should revolve around the intend-
ed outcomes: “what are policymakers trying to 
achieve? What are the desired effects or blend 
of effects?”.102 This question emphasises the 
importance of effects-oriented disclosures, 
wherein the release of sensitive information is 
evaluated not only for its immediate utility but 
for its long-term impact on national security, 
diplomacy, and credibility.

Ultimately, StratCom based on intelli-
gence represents a powerful instrument of 
statecraft that, when used intelligently and 
responsibly, can bolster national security, 
deter threats, and promote global stability. In 
future applications, it is essential to maintain 
a principled approach that preserves the 
integrity of intelligence while leveraging its 
strategic value to navigate an increasingly 
complex information landscape. Having said 
that, it is important to underline that decisions 
to refrain from reinforcing StratCom with 
declassified intelligence also represents a 
choice – one that deliberately abstains from a 
potential advantage in a contested and high-
stakes environment. Therefore, governments 
and states should devise balanced strategies 
for the utilisation of intelligence in strategic 
communication, with carefully elaborated 
perspectives of short- as well as long-term 
objectives, opportunities and risks. 
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Recommendations
Decisions to utilise intelligence for 

StratCom purposes are situation and context 
dependent. Therefore, recommendations 
pertaining to the utilisation of intelligence for 
this purpose must necessarily be formulated 
in general terms. Each individual decision will 
require its own consideration of the balance 
between benefits and risks. 

In the short-term consideration of deci-
sions to disclose intelligence for StratCom 
purposes, responsible officials and authorities 
need to strike a satisfactory balance between 
four partly contradictory preconditions: 

	� The intended and foreseen positive 
effects of the intelligence disclosure 
should clearly outweigh the default 
advantage of maintaining secrecy 
regarding the knowledge in one’s 
possession. 

	� The released intelligence should, to 
the best of the discloser’s knowledge, 
provide an accurate picture of the 
situation. Whereas intentionally biased 
or misleading intelligence releases 
may provide short-term gains and 
therefore constitute a temptation, the 
potential damage to the credibility 
of government communication and 
intelligence producers is considerable. 
They should therefore not be consid-
ered as an option.  

	� Intelligence disclosures should con-
tribute unique information, in addition 
to what is already publicly known. If 
it does not, the disclosure becomes 
essentially pointless and may under-
mine the value of intelligence as a 
component of StratCom per se. 

	� Intelligence utilised for StratCom 
purposes should always be carefully 
selected and in the process of declas-
sification, cleared of all information 
that risks endangering sources and 

methods. Whereas disclosures will 
in many cases unavoidably reveal 
some degree of knowledge regarding 
adversaries’ capabilities and inten-
tions, the extent of the disclosure 
and its potential consequences is an 
important part of the calculation. 

Whereas the safeguarding of operation-
al security has traditionally superseded the po-
tential benefits of communicating intelligence, 
political attitudes have shifted over the last 
decades towards a perception that, while the 
incentives for secrecy remain, the perceived 
benefits of intelligence as a resource for politi-
cal communication are so significant that strat-
egies must be devised to allow for increased 
openness. In decision-making regarding intelli-
gence disclosures, therefore, governments and 
intelligence producing agencies must carefully 
balance the communication imperatives of 
openness, effects, accuracy and added value 
against the intelligence imperatives of secrecy 
and protection.  

Yet the development of intelligence 
communication strategies should also take 
into account the potential long-term effects 
of emergent practices regarding the use of 
intelligence in StratCom: 

	� A long-term strategy for utilising in-
telligence in strategic communication 
should take as its point of departure 
a careful consideration of its effects 
in terms of potential impact on the 
credibility of intelligence producers.

	� It is necessary to establish proactive 
safeguards against politicisation of 
intelligence. These should include 
consideration of the expectations 
placed on intelligence producers in 
this regard and to what extent this 
may have long-term effects on the 
role of intelligence agencies in the 
national security apparatus. 
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