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Abstract— Digital twin technology has gained increasing at-
tention across various sectors due to its ability to create virtual
replicas of physical systems, enabling real-time monitoring, op-
timization, and simulation. This paper explores the integration
of digital twins within defence applications, focusing on key use
cases ranging from system design and development, operational
planning and training, to mission execution and debriefing. By
examining the application of digital twin technologies across
defense platforms, we highlight their key advantages such
as enhanced operational performance, predictive capabilities,
and increased system uptime. Additionally, we introduce a
novel characterization framework for digital twins that aims to
standardize and unify their application across different defence
domains to facilitate interoperability. Thereafter, we discuss
the main challenges, gaps and limitations in implementing and
adopting digital twins within defence organizations by analyzing
a combination of scientific literature, current industry practices,
governmental strategies, and the findings from a comprehensive
survey of industrial stakeholders and ministries of defense.
Finally, we outline future research directions and development
opportunities, emphasizing the need for robust frameworks and
interdisciplinary collaborations to fully realize the potential of
digital twins in the defence sector.

I. INTRODUCTION

Digital Twin (DT) technology represents a groundbreaking
advancement that merges real-time data integration, artificial
intelligence (AI), and simulation technologies to create high-
fidelity and constantly up-to-date virtual replicas, or ”twins,”
of physical systems, processes, and environments. These
digital models are dynamic, interactive, and capable of real-
time monitoring, analysis, control, and optimization of their
physical counterparts, allowing organizations to conduct in-
depth ”what-if” scenario analyses. By leveraging the power
of Digital Twin technology, organizations can gain valuable
insights, improve operational efficiency, and make informed
decisions without costly physical interventions.
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Over recent years, Digital Twins have gained significant
attention across multiple sectors, including manufacturing,
healthcare, aerospace, and energy. The technology has be-
come a central component of various advanced technological
trends, with Gartner, an American technological research and
consulting firm, forecasting that by 2027, over 40% [1], [2]
of large organizations worldwide will integrate Digital Twin
technology. Despite its growing attention, the adoption of
Digital Twin technology in sectors like defense remains com-
plex, driven by technological limitations, regulatory barriers,
and the need for cross-domain integration and collaboration.

The military sector stands to benefit immensely from Digi-
tal Twin technologies. By creating digital replicas of military
assets, operations, and infrastructure, defence organizations
can perform detailed simulations, optimize resources, and
conduct predictive evaluations. This technology enables real-
time monitoring of military equipment and facilities, supports
proactive maintenance, and optimizes logistics, offering sub-
stantial improvements in asset availability and efficiency. The
concurrent integration of technologies such as IoT and AI
further enhances Digital Twins by enabling the prediction of
system failures, anomaly detection, and providing actionable
insights based on real-time data. However, as the technology
evolves from individual system models to interconnected,
multi-system simulations, new challenges in standardization,
interoperability, and cross-domain applicability must be ad-
dressed.

After an initial overview of digital twinning technology
(Section III), this paper first explores how digital twin
technologies can be characterized and standardized across
various defence domains (Section IV), providing a unified
framework for their broader adoption. It then presents a
comprehensive investigation into their use in the defence
sector, addressing both the technological aspects (Section
V) and operational aspects (Section VI) that influence their
deployment. Furthermore, we include the results of a targeted
questionnaire, which was distributed to industrial stakehold-
ers and European Ministries of Defense (MoDs), providing
insights on the current state of digital twins applications and
the key challenges faced by private companies and public
institutions. The study also identifies key gaps and limitations
(Section VII) that hinder the successful development and
deployment of digital twins in defence scenarios.

To summarize, this survey makes the following contribu-
tions:

• A thorough investigation of Digital Twinning tech-
nologies in the military field, covering their current
applications and future potential.
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• A characterization framework proposal for Digital
Twins, aimed at unifying and standardizing them across
multiple domains and use cases within defense scenar-
ios.

• An analysis of the results of the questionnaire sent to
industrial stakeholders and defense ministries, providing
insights into the practical challenges and trends.

• The identification of the main gaps and limitations in the
current state of Digital Twin technologies in the military
sector, offering directions for future improvements.

II. METHODOLOGY

The questionnaire used in this study was designed to
gather insights from key stakeholders involved in the de-
velopment and implementation of Digital Twin technologies
within the defense sector. The focus was to explore their
views on the current and future applications, technological
challenges, and gaps related to Digital Twins in military op-
erations. The survey was distributed to two primary groups:
industrial stakeholders engaged in the defense technology
sector and representatives from European MoDs. These
groups were selected due to their direct involvement in the
adoption and deployment of cutting-edge technologies within
the military domain. A total of 32 responses were collected,
providing valuable data from both industry experts and
governmental bodies. The respondents were asked to provide
input on a range of topics, including current applications,
technological limitations, integration with emerging tech-
nologies, and barriers to the widespread adoption of Digital
Twin solutions in defense. Once the data was collected, it
was categorized based on thematic areas, with each section
focusing on a specific aspect of Digital Twin technology in
the defense sector.

III. DIGITAL TWIN OVERVIEW

The concept of a virtual equivalent of a physical asset was
first introduced in 2003 by Michael Grieves at the University
of Michigan Executive Course on Product Lifecycle Man-
agement (PLM). Grieves later introduced the term “Digital
Twin” in [3], attributed it to John Vickers of NASA and
explained its broader usage throughout the entire product
lifecycle. Finally, Grieves formalized his digital twin model
in a white paper [4], as well as in a later work [5] that focused
on the predictability of the behavior of complex systems.

The Digital Twin concept model, depicted in Figure 1,
contains three main components:

• physical assets in the real space;
• virtual assets in the virtual space;
• bidirectional automatic channels for data and informa-

tion exchange between these spaces.
In this model, the virtual asset maintains a high-fidelity

resemblance to the real asset, staying synchronized over
time. Crucially, the bidirectional nature of communication
ensures that data from the real asset enriches the virtual one,
while information or control signals from the virtual asset
can influence the real one. This distinguishes a digital twin
from a “digital shadow”, in which data flows automatically

only from the real to the virtual space, or “digital model”, in
which data and information are manually exchanged in both
directions [6], [7].

Fig. 1: The conceptual model of Digital Twin. The virtual
asset in the virtual space replicates with high fidelity the
physical asset in the real space, automatically exchanging
information in both directions.

The conceptual framework of a Digital Twin has been
standardized in the ISO 23247 series “Automation System
and Integration – Digital Twin Framework for Manufactur-
ing” [8] in 2021. Although this standard primarily targets
manufacturing applications, it thoroughly explains the digital
twin model, possibly allowing for further adaptation to
different use cases. ISO 23247 provides general principle
and requirements for creating digital twins (ISO 23247-1
[8]), presents the digital twin reference model’s architecture
both in terms of domains and entities with functional views
(ISO 23247-2 [9]), enlists basic information attributes for
the observable manufacturing elements (ISO 23247-3 [10])
and explains the network architecture within the reference
model (ISO 23247-4 [11]). Two more parts of the standard
are currently under development, specifically focusing on
how digital threads enable the creation, connectivity, man-
agement and maintenance of a manufacturing digital twin
across the product lifecycle (ISO 23247-5 [12]) and on the
digital twin composition by defining principles and showing
methodologies (ISO 23247-6 [13]).

Drawing inspiration from the ISO series, we can out-
line a general framework for digital twinning systems that
formalizes the common core structure, as shown in Figure
2. This general framework partitions a digital twin into
functional modules, each with specific interfaces and tasks.
The framework also distinguishes between real and virtual
spaces:

1) Real Space
• Physical Asset: The asset we desire to digitalize,

deployed in the real space.
• Sensors and Actuators: collect data from, and

control, the physical asset.
2) Virtual Space

• Device Communication Module: Collects and
preprocesses sensor data; manages actuator com-
mands to the real asset.

• Digital Twin Module: Maintains synchronization
between real and virtual assets during a session
and hosts services like simulation and analytics.
It also handles data gaps, noisy inputs or other
inaccuracies.



Fig. 2: The general modular framework of Digital Twins.

• User Module: Receives the digital twin’s output
states for further analysis (e.g., visualization, re-
porting) through a human-machine interface. It can
also reinitialize a session with a stored prior state
of the digital twin.

With reference to the ISO standard, the entity-based ref-
erence model (Figure 3) partitions the system into Entities
and Sub-Entities:

• Observable Manufacturing Elements: the physical
components to be modeled.

• Data Collection and Device Control Entity: Handles
data acquisition and device actuation tasks, bridging
real-virtual communication.

– Data Collection Sub-Entity: collects data from the
observable manufacturing elements.

– Device Control Sub-Entity: sends control com-
mands to the physical asset.

• Core Entity: Maintains digital twin instances, syn-
chronizes data, and includes sub-entities for modeling,
simulation, analytics and interoperability.

– Operation and Management Sub-Entity: handles
functionalities such as digital modeling, synchro-
nization, maintenance, and representation.

– Application and Service Sub-Entity: Hosts sim-
ulation, reporting, and analytic functionalities.

– Resource Access and Interchange Sub-Entity:
Manages interoperability support, plug-and-play in-
tegration, and access control.

• User Entity: Incorporates devices, human–machine in-

terfaces, and business applications to leverage digital
twins for real-world process optimization.

• Cross-System Entity: Provides data translation, secu-
rity, and assurance capabilities across all layers.

Data communication within this model is also well-defined,
using four networks (User Network, Service Network, Ac-
cess Network, and Proximity Network) to connect entities
and sub-entities. Commonly, these employ wired or wireless
IP-based solutions.

Overall, this standardized approach (and its ongoing devel-
opment) provides a foundational framework that can be ex-
tended beyond manufacturing into various domains—defense
included—by tailoring the modules, entities, sub-entities,
and communication networks to meet specific operational
requirements.

A. Dual-Use and Military Applications

Dual-use technologies are those with both civilian and
military applications. Within the defense sector, such tech-
nologies offer cost-effective solutions, interoperability, and
accelerated innovation by leveraging advances from commer-
cial industries. In practice, dual-use technologies span var-
ious systems, sensors, and applications specifically tailored
to meet unique military operational requirements.

Beyond their direct impact on operational effectiveness,
dual-use technologies can profoundly shape military capabil-
ities across multiple domains. Communication and network
capabilities, often propelled by civilian demands, influence
how missions are conducted. These developments introduce



Fig. 3: Entities-Based Digital Twin Reference Model. Entities and Sub-Entities are reported in rounded rectangles, some
attributes and functionalities in rectangles and networks in cylinders.

valuable new capabilities but also potential threats and vul-
nerabilities that must be addressed, particularly concerning
information sovereignty. Secure and reliable communication
systems ensure seamless coordination among military per-
sonnel, while sensor technologies (e.g., radar, surveillance)
enable real-time data acquisition, situational awareness, and
threat detection. Such information forms a critical input to
decision-making processes and underpins mission success.

Leveraging dual-use technologies also fosters compatibil-
ity with existing civilian standards. This, in turn, smoothens
integration across sectors, granting defense organizations
access to state-of-the-art technologies, economies of scale,
and faster deployment. The exchange of ideas, expertise, and
resources between military and commercial sectors drives
innovation, keeping defense capabilities current with rapidly
evolving technological frontiers. Moreover, interoperability
benefits extend beyond departmental and national borders;
shared standards and common platforms enable collaborative
operations, data exchange, and joint missions among differ-
ent military branches and international allies. This robust
interoperability reinforces command and control, optimizes
resource allocation, and enhances collective defense readi-
ness.

B. Technological Enablers

A Digital Twin can be considered a foundational tool
on which different additional technological instruments are
implemented to enhance capabilities, for example by au-
tomating data flow, optimizing data analytics, and extending
functionality. Main and common technological enablers to
this scope are:

• Internet of Things (IoT) and Sensors, which provide
consistent and continuous data acquisition from the
physical asset to the virtual counterpart;

• Artificial Intelligence (AI) and Machine Learning
(ML), which enable advanced data processing and
predictive analytics;

• Simulation Technologies and Advanced Computing,
necessary for high-fidelity modeling and reliable virtual
evaluation;

• Cloud Computing solutions that address data accessi-
bility and storage challenges;

• Extended Reality (XR), which enables more intuitive
and efficient user-digital twin interaction.

Although not exhaustive, the enlisted topics are among the
most representative within the evolving set of technological
enablers for digital twins.

1) IoT and Sensors
The current landscape of military Internet of Things (IoT)

and sensor technologies is characterized by rapid advance-
ment and broad integration into defense applications. These
technologies are central to enhancing operational capabilities,
improving situational awareness, and ensuring robust defense
mechanisms within the military sector. Military IoT en-
compasses a network of interconnected devices that collect,
exchange, and process data to facilitate real-time decision-
making and strategic planning. In practice, it spans every-
thing from wearable devices that monitor soldiers’ health and
performance to sensors in vehicles and aircraft that provide
critical operational and environmental data.

Sensor technologies within the military domain also
evolved significantly in the recent years. Modern sensors



are capable of detecting a wide range of physical, chemical,
and biological stimuli with high precision. These sensors are
embedded in all existing military platforms, including aerial,
naval, and ground vehicles. Advanced imaging sensors, for
example, enable night vision and thermal imaging, crucial for
surveillance and reconnaissance missions conducted in low-
visibility conditions. Table I enlists commonly used sensors
in defence digital twinning, specifying their main domains
of application and providing explicative examples.

Integrating sensors with AI and ML algorithms further am-
plifies their utility. Large datasets generated by these sensors
can be processed in real time to identify patterns, predict
equipment failures, and detect anomalies. This capability
is instrumental for predictive maintenance, enabling higher
operational readiness and extending the lifespan of critical
assets.

Nevertheless, increased connectivity also broadens the
potential attack surface for cyber threats, making security of
paramount importance. Military organizations invest heavily
in securing IoT networks and devices to protect sensitive
data and ensure operational integrity. Additionally, com-
munication failures pose a significant risk when numerous
sensors are in use or the system relies heavily on them; this
frequently necessitates redundancy or fallback approaches.
In low-connectivity environments or stealth scenarios, con-
nectivity may be deliberately limited, requiring systems to
be both autonomous and resilient to potential disruptions,
leveraging employed simultation solutions to fill data gaps.
Interoperability remains another pressing challenge, as differ-
ing protocols and standards can prevent seamless integration
of diverse systems.

2) Artificial Intelligence and Machine Learning Technolo-
gies

Artificial Intelligence (AI) and Machine Learning (ML)
technologies have witnessed substantial progress in recent
years, transforming a variety of sectors, including defense.
These technologies excel at addressing complex problems,
extracting actionable insights from large datasets, and en-
hancing decision-making processes.

In the defence sector, AI technologies can analyze exten-
sive data streams, facilitate pattern recognition, and improve
situational awareness. Techniques such as deep learning and
neural networks have proven effective for image and speech
recognition, image processing, natural language processing,
and autonomous operations. Key algorithmic approaches
include supervised and unsupervised learning, reinforcement
and incremental learning, and anomaly detection, all of
which enable systems to learn from historical data and adapt
to evolving conditions.

The application of AI technologies in defence encom-
passes a wide range of use cases ranging from mission plan-
ning and execution (accounting for terrain data, weather, and
threat assessments) to enhanced intelligence, surveillance,
and reconnaissance (ISR) capabilities through automated
sensor data analysis and real-time decision support. AI also
plays a pivotal role in cybersecurity, assisting with threat
identification, anomaly detection, and proactive defense so-

lutions. Successfully deploying AI within defense contexts
requires careful attention to ethical considerations, robust
data management practices, and interpretability. Addressing
bias, ensuring fairness, and safeguarding data integrity are
paramount. Furthermore, explainability in AI models fosters
trust, allows for human oversight, and aligns with legal
and ethical standards. Finally, validating and verifying AI
systems for operational contexts remains a critical challenge.

3) Simulation Technologies and Advanced Computing
Simulation technologies and advanced computing have

witnessed remarkable advancements, revolutionizing the
modeling, analysis, and visualization of complex systems.
High-Performance Computing (HPC) and Graphics Process-
ing Units (GPUs) have played a pivotal role in enabling
sophisticated simulations, real-time rendering, and data-
processing capabilities.

Simulation tools allow the replication of real-world sce-
narios in controlled virtual environments, enabling the eval-
uation of strategies, factors, and outcomes without risking
resources or personnel. In the military context, this means
replicating complex operations, testing hypotheses, and re-
fining decision-making processes. High-fidelity simulations
offer critical insights into the performance of personnel,
equipment, and systems under a variety of conditions.

HPC systems, with their parallel-processing capabilities,
efficiently manage massive amounts of data and complex
calculations, resulting in faster simulations and improved
accuracy. Meanwhile, GPUs excel at real-time rendering and
high-fidelity visualizations, enabling immersive and realistic
training environments. Defense organizations capitalize on
these technologies for mission planning, wargaming, and as-
sessing environmental factors, ultimately uncovering vulner-
abilities, refining tactics, and optimizing resource allocation.

Furthermore, integrating advanced simulation with digital
twinning unlocks even greater potential. While digital twins
model physical assets in real time, simulation helps address
incomplete or noisy data to maintain an accurate replica
in the virtual space. Military planners can experiment with
variable conditions, stress-test systems, and optimize oper-
ational decisions dynamically, offering profound benefits in
both effectiveness and efficiency.

4) Cloud Computing
Cloud computing extends many of the advantages offered

by advanced simulation and computing. By offloading com-
putation and storage requirements to cloud infrastructures,
defense organizations overcome the hardware limitations of
physical assets, benefiting from on-demand scalability and
greater flexibility. Cloud solutions also promote broader
interoperability among systems, since diverse platforms can
interact seamlessly via standardized interfaces in the cloud
environment.

In practical terms, this means that the massive data gen-
erated by sensors, simulations, or AI-driven analytics can be
processed centrally, reducing the need for localized high-
performance hardware. This centralized approach to data
management also streamlines collaboration between different
branches or allied entities, enabling secure data sharing and



TABLE I: List of sensors commonly used in digital twinning technologies.

Sensor Measurement Main Domain(s) Main Type(s) Examples
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IMU Velocities, Accelerations, Yaw Angle ✓ ✓ ✓ ✓ ✓ ✓ MPU-6050
GPS Absolute Position ✓ ✓ ✓ ✓ ✓ ✓ u-blox NEO-M8N
Barometer Atmospheric Pressure ✓ ✓ ✓ Bosch BMP280
Altimeter Altitude ✓ ✓ ✓ ✓ BMP390
RFID Absolute Position (using electromagnetic field) ✓ ✓ ✓ ✓ DecaWav0e DVM1000
RGB Camera Visible Light ✓ ✓ ✓ ✓ ✓ IDS uEye LE
RGB-D Camera Visible Light, Depth ✓ ✓ ✓ ✓ Intel RealSense D435i
IR Camera Infrared Radiation ✓ ✓ ✓ ✓ ✓ ✓ FLIR Lepton
Hyperspectral Camera Electromagnetic Spectrum ✓ ✓ FX-10e VNIR
Event Camera Brightness log-intensity changes ✓ ✓ Sony IMX636ES
LIDAR Metric distances and angles of scene points ✓ ✓ ✓ ✓ Velodyne VLP-16
Radar Distance, Direction, Velocity (using radio waves) ✓ ✓ ✓ ✓ ✓ AWRL6432AOP
Magnetometer Magnetic Field ✓ ✓ ✓ ✓ ✓ HMC5883L
Proximity Sensor Electromagnetic Field Changes ✓ ✓ ✓ OPT8241
Thermometer Temperature ✓ ✓ ✓ ✓ ✓ ✓ ✓ HDC3022-Q1
Humidity Sensor Humidity ✓ ✓ ✓ ✓ ✓ ✓ HDC3022-Q1
Chemical Sensor Chemical composition or properties ✓ ✓ ✓ ✓ ✓ ✓ ✓ H10-14
pH Sensor Acidity or alkalinity ✓ ✓ ✓ ✓ ✓ GF Signet 3-2751-1
Pressure Sensor Pressure in gases or liquids ✓ ✓ ✓ ✓ ✓ ✓ ESI-GS4000
Sound Sensor Audio intensity or specific frequency ✓ ✓ ✓ ✓ RAYMING PCB
Ultrasonic Sensor Distance (using ultrasound waves) ✓ ✓ ✓ HC-SR05
Force and Torque Sensor Force and Torque applied to object ✓ ✓ ✓ ✓ ✓ ✓ HPS-FT060S
Vibration Sensor Vibrations ✓ ✓ ✓ ✓ WTVB01-485
Rotary Encoder Rotational Position ✓ ✓ ✓ ✓ ✓ ✓ Omron E6B2-CWZ6C
Linear Encoder Linear Position ✓ ✓ ✓ ✓ ✓ ✓ Heidenhain LC 483
ECG Sensors Cardiac Electrical Potential Waveforms ✓ ✓ ✓ ✓ ✓ AD8232 ECG Sensor

common situational awareness.
When considered into a digital twin framework, cloud

computing can store and manage digital twins of multiple
systems concurrently. This arrangement not only eases data
accessibility but also permits real-time updates, advanced
analytics, and continuous improvements to models, even
when end users operate in low-connectivity or resource-
constrained environments. Overall, the integration of cloud
computing with digital twins offers scalable, resilient, and
cost-effective solutions that support defense capabilities in
an ever-evolving technological landscape.

5) Extended Reality
Extended Reality (XR) comprises a spectrum of tech-

nologies, from Augmented Reality (AR), which overlays
digital content onto the real world, to Virtual Reality (VR),
which immerses users in entirely synthetic environments.
By replacing or enhancing traditional displays with headsets
or laser-based projections, XR solutions integrate digital
information more seamlessly into human perception.

XR-based training has been particularly impactful in de-
fense, enabling immersive skill development for tasks such as
maintenance and marksmanship, as well as larger-scale tacti-
cal exercises across multiple domains. Systems like the Small
Unit Immersive Training (SUIT), used by the Netherlands
Ministry of Defense [14], demonstrate the efficacy of XR

in education and training. Operationally, XR can facilitate
mission planning, remote assistance, and augmented operator
field-of-view with labels or annotations [15], enhancing both
situational awareness and team coordination.

Given XR’s ability to deliver intuitive, real-time inter-
actions, it is exceptionally well suited for integration with
digital twins. This synergy elevates how defense personnel
can monitor, analyze, and interact with complex systems,
ultimately driving innovation and operational improvements
across multiple defense domains.

IV. DIGITAL TWINS ONTOLOGIES

The ability to group digital twins by common characteris-
tics is crucial for both understanding and developing them ef-
fectively. By identifying shared attributes, be they functional,
technical, or contextual, organizations can more readily im-
plement and interoperate various digital twin solutions. This
holds true across diverse operational environments, including
military-specific scenarios, purely civilian applications, or
dual-use contexts that span both domains.

Multiple frameworks can be employed to characterize
digital twins, each highlighting a different aspect of their
design or usage: some focus on thematic domains, others
on the types of elements involved, and still others on
hierarchical system-of-systems structures. In the subsections



(a) Thematic (b) Technical (c) System of Systems

Fig. 4: Identified characterizations of digital twins in the military field.

that follow, we present three complementary approaches that,
taken together, provide a robust foundation for understanding
how digital twins can be deployed, interconnected, and
scaled across a variety of operational needs.

A. Thematic Characterization

A common way to categorize digital twins within military
contexts is to group them by operational domain, aligned
with the branches of defense organizations and ministries.
Accordingly, digital twins can be classified into the land,
maritime, air, space, and cyber domains, each reflecting a
distinct operational environment and set of mission objec-
tives.

The land domain covers operations and activities that
occur on the Earth’s surface. It includes activities such
as ground warfare, troop movements, military installation,
and infrastructure protection, while operations can involve
infantry, armored vehicles, artillery and in general other
ground-based assets. Also, land environments themselves are
considered as part of this domain.

The maritime domain involves operations and activities
which take place on or nearby bodies of water, which can
be either oceans, seas, rivers, or lakes. It includes naval
warfare, maritime surveillance, maritime patrol, amphibious
operations, and maritime environments, while operations in
the maritime domain can involve naval vessels, underwater
systems, and marines.

The air domain encompasses operations and activities
conducted in the Earth’s atmosphere, including air warfare,
aerial reconnaissance, air transport and support for ground
and maritime operations, and the aerial environment itself.
Operations can be carried out by military aircraft, such as
fighters and drones.

The space domain covers operations and activities con-
ducted in outer space. It includes satellite operations, space
exploration, space surveillance and space-based commu-
nication, other than the space environment itself. Within
this domain, operations employ satellites, spacecrafts, space
stations, astronauts, and equipment.

The cybersecurity domain involves protecting and de-
fending operations systems, networks and digital infrastruc-

ture from cyber threats and attacks. It includes activities such
as cybersecurity monitoring, threat detection and response,
and vulnerability assessment. Operations within this domain
aim to safeguard sensitive information and preserve critical
systems and services.

B. Technical Characterization

Thematic characterization can rapidly become outdated
and limitative when examining the real-world applications of
complex systems. Digital twin solutions, in particular, often
overlap multiple domains and apply seamlessly to different
subsystems and components. Therefore, a technical charac-
terization offers a more robust approach by recognizing the
cross-domain nature of digital twin architectures.

Digital twins can be categorized into the following three
types: humans, assets, and environments.

Human digital twins focus on physical, technical, and
cognitive aspects of human beings. In healthcare, for in-
stance, human digital twins monitor, predict, and optimize
treatment outcomes. In human performance optimization,
often applied in the sports domain, they help measure and
enhance both hard and soft skills. The military domain is
beginning to adopt human digital twins as well, expanding
beyond traditional physical and technical competencies to in-
clude cognitive and tactical dimensions. Modeling human re-
sponse under all predictable situations for a specific mission
may provide the necessary setting for the implementation of
a human digital twin when the user is actually confronted in
real world operations.

Asset digital twins represent physical objects or sys-
tems—such as machinery, vehicles, or infrastructure. In
manufacturing, for example, a digital twin of a machine can
monitor performance, predict maintenance needs, and opti-
mize operations. This helps in extending the asset’s lifespan,
enhancing efficiency, and reducing operational costs.

Environmental digital twins involve larger-scale systems
such as cities, farms, or even entire ecosystems. An envi-
ronmental digital twin could simulate weather patterns, crop
growth, or city traffic patterns to help in planning, managing
resources, and improving sustainability efforts.



A key advantage of this technical classification is its
inherent inter- and intra-connectivity. Digital twins within
the same category (e.g., two asset digital twins) can inter-
face more readily because of similar adopted standards and
designs, facilitating integration and shared analytics. More-
over, human or asset digital twins can be deployed within
environmental digital twins to capture a broader operational
picture, bridging multiple types and scales of systems. By
focusing on humans, assets, and environments, this technical
approach reflects the flexible, cross-domain architecture at
the heart of modern digital twin solutions.

C. System-of-Systems Characterization

A final way to characterize digital twins is from a purely
technical, more abstract, system-of-systems perspective, fol-
lowing a hierarchical approach in which digital twins can
be linked together to form progressively larger and more
complex structures. Figure 5 illustrates this concept, which is
common within Architecture Framework designs [16], [17].
Proceeding from the bottom up, we identify three primary
layers: unit, system, complex system.

At the lowest level, units or atomic subsystems repre-
sent atomic entities that either cannot—or need not—be
subdivided into smaller, stand-alone instances. Each digital
twin here is fully capable of operating independently. For
example, a battery, an engine, or a vehicle’s bodywork could
each be modeled as a separate digital twin at this level.

The next layer comprises systems or subsystems which
are larger entities potentially composed of multiple lower-
level digital twins. For instance, a weapon system might be
built from a battery digital twin and additional component
twins, while a vehicle system might integrate engine and
bodywork twins (along with other subsystems). Depending
on the complexity, multiple sub-layers may exist within a
system, forming systems of subsystems. Communication at
this level can be both decentralized (between unit twins) and
centralized (to and from the system-level digital twin).

At the highest layer is the complex system or environment
acting as a parent node for the underlying system-level digital
twins. It coordinates data exchange and overall control, while
still allowing decentralized communication among lower-
level twins where beneficial.

This hierarchical structure greatly enhances interoperabil-
ity. Digital Twins may receive data from real-world assets or
from other Digital Twin instances, enabling them to form
a network, shaped as a system-of-systems, that can itself
be considered a higher-level Digital Twin. Several works
have examined this idea of interconnecting Digital Twin
subsystems, focusing on lifecycle interoperability, segmenta-
tion of larger systems into smaller ones, and composability
across various domains [18]–[23]. The created network easily
highlights active interfaces and communication channels,
allowing for enabling or disabling them at occurrence.

The Digital Twin Consortium’s whitepaper presents de-
tailed requirements and characteristics for a “Digital Twin
System Interoperability Framework” [24]. According to
them, each system, either digital, physical, or cyber-physical,

must be inherently composable and connectable, support-
ing: Dynamic multi-domain connections across hierarchi-
cal levels. Scalability from simple to complex use cases.
Implementation-agnostic protocols and data formats.

A guiding principle is to begin with a clear objective
or purpose for each Digital Twin, such as physics-based
modeling, simulation, information sharing, or a model of
models. Systems and subsystems can then interconnect,
forming larger federated compositions that amplify the dis-
tributed, heterogeneous, and accessible nature of the overall
architecture [18].

This architecture simplifies system evolution and mainte-
nance. An individual Digital Twin can be replaced or oper-
ated on without disrupting the entire system; the remainder
need not even be aware of the change if interoperability
guidelines are followed. Similarly, this architecture is ben-
eficial in terms of preventing cyber attacks by promptly
isolating and prohibiting communication to infected sub-
systems. At the highest level, the complex system node
can provide centralized control where desired, while the
decentralized communications within or across layers ensure
local autonomy, rapid data exchange, and redundancy.

Finally, the user interface can be tailored to specific
operational roles: a high-level operator could log into the
complex system layer for an entire overview, whereas another
lower-level user might connect exclusively to a system-level
or unit-level twin for focused insight on that subsystem
alone. In this way, the architecture provides flexible access
control, aligns with defense security and data protection
requirements, and helps scale digital twin deployments in
step with organizational and operational demands.

V. DIGITAL TWINS IN THE MILITARY FIELD

This section explores the most relevant types of digital
twin within the military domain, focusing on their technical
characteristics. Rather than grouping digital twins by ap-
plication area or branch of service, we choose to classify
them based on the nature of what they represent, therefore
following the aforementioned technical characterization. This
choice facilitates interoperability across different defense
contexts. Accordingly, we organize digital twins into three
main groups: environment ( V-A), asset ( V-B), and human
( V-C). Each group is technically analyzed to highlight how
digital twin technologies can enhance performance, decision-
making, and strategic outcomes in their respective military
applications.

A. Environment

Environment digital twins involve creating a virtual rep-
resentation of environmental systems and their conditions.
They enable real-time monitoring, analysis and simulation
of the natural or artificial environment. By continuously col-
lecting and processing data from the real world, these digital
twins can evaluate “what-if” scenarios and support decision-
making through a bidirectional information exchange. This
distinguishes them from static mapping systems or pure vir-
tual replicas, as the virtual model gets continuously updated



Fig. 5: Example of system-of-systems digital twin architecture.

and allows for sending commands or feedback to the physical
realm.

The primary advantage of environmental digital twins is
the enhanced situational awareness they provide. They can
function as stand-alone models, such as those simulating
natural phenomena in specific areas, or serve as foundational
layers for other digital twins, for instance, to support pilot
training or mission simulations. In military scenarios, envi-
ronmental digital twins might represent battlefields, training
fields, military facilities, operational areas, or even entire
cities.

Multiple sensors can be employed for this scope, whereas
the final choice must be tailored to the specific use case. An
insight of them can be found in Table I. Weather sensors are
implemented to measure temperature, humidity, wind speed
and precipitation. Air quality, water quality and acoustic
sensors also provide useful information to be integrated in
the digital twin, helping with decision making and opera-
tion planning procedures. Remote sensing devices, includ-
ing satellites, unmanned aerial vehicles (UAVs), unmanned
ground vehicles (UGVs), and unmanned underwater or sur-
face vehicles (UUVs/USVs) equipped with cameras, LiDARs
or radars, provide crucial information about the terrain
morphology or building structures, or other environmental
details. Usually, a comprehensive mapping is performed ini-
tially to establish a baseline; subsequent updates only focus
on areas where changes occur, thus reducing the frequency
and cost of data acquisition. If a map of the environment is
not available from the beginning, incremental and online map
updates are also possible, allowing to augment the knowledge
of the environment as soon as it is explored during a mission.

Environment digital twins can be integrated with data
coming from assets or humans operating within them, pro-
viding real-time information of their positions and states,
other than exteroceptive data. Such data comes either directly

from them, in case they are aware of their position, or
can be computed by the environmental digital twin through
data provided by additional remote sensing devices or other
distance sensors.

Once the collected data is integrated, also providing real-
time data processing and visualization, simulation and mod-
elling tools are normally integrated in environmental digital
twins. They use data to simulate environmental processes and
scenarios, helping in predicting future states and assessing
the impact of eventual possible interventions, enabling the
so-called ”what-if” scenarios. Finally, it is crucial to design
a proper user interface to facilitate and at best exploit its
usage. It can contains dashboards and visualization tools to
interact with the digital twin, other than providing insights
and actionable information for decision-making.

Environmental digital twin are highly appropriate for dual-
use applications, such as in smart city [25] [26] [27] [28]
[29], forest management [30] [31] [32] [33], healthcare [34]
[35] [36], construction [37] [38], smart farming [33] [31]
[39] [40] [41] [42], and more. Although these use cases may
differ in focus, the underlying digital twin infrastructure often
requires only minor and cheap modifications or adaptation,
regarding for example specialized data processing or simu-
lation frameworks, to align with each application’s goal.

The specific attributes modeled can vary widely. A generic
environment may encompass atmospheric conditions, terrain,
or topological information, whereas specialized domains,
e.g., maritime, demand parameters such as sea state, depth,
and water temperature. The complexity of modeling can also
differ significantly depending on the phenomena of interest.
Sea wave modeling, for example, can be highly intricate.

Some promising projects focused on the development of
digital twins of environment are focused on applying digital
twins technologies on large-scale military facilities. Booz
Allen Hamilton Inc., jointly with ARES Security Corporation



and Unity Technologies, claims to deliver a comprehensive
digital twin of the Tyndall Air Force Base [43]. Small UASs
and vehicles are used to acquire photogrammetry and LiDAR
data to be integrated to the available Building Information
Modeling (BIM) objects. Casey et al. [44] developed a digital
twin of a aircraft hangar facility, named the Smart Hangar
project, aiming to increase security within. It employs com-
puter vision, LiDAR, and ultra-wideband sensors within a
Unity3D environment to track objects and agents in real-
time. An Active Safety system then processes the data for
path planning and collision avoidance, alerting the physical
space through smart devices and signs. Wang et al. [45]
introduced a digital twin battlefield concept with an online
learning algorithm for unmanned combat. Their approach
illustrates that a digital twin need not always contain full 3D
or morphological details; instead, it may focus on abstract
environmental cues or sensor data, depending on mission
requirements.

Accurate environment digital twins often rely on detailed
mapping procedures, a longstanding topic in robotics since
the 1980s [46]. Early approaches employed 2D occupancy
grids [47], then shifting towards three-dimensional recon-
structions, while modern techniques enable enriching them
with additional semantic layers [48]. Sensors such as Li-
DARs [49] or visual (e.g., monocular, stereo or depth)
cameras [50] can be optionally fused with GPS and IMU data
for generating accurate maps according to the specific use
case. These advancements enhance the situational awareness
[51] for the robot or user exploring the environment and for
the user to utilize it later. Maps can be built incrementally
or dynamically in a single or multiple sessions, capturing
different types of information as required.

Fiducial markers [52], [53] are often used for localizing
targets or embedding additional information. However, they
can be easily spotted by adversaries. In contrast, IMarkers
[54] exploit cholesteric spherical reflectors [55] for trans-
parent, difficult-to-detect markers that also provide authen-
tication and secure data transfer [56]. They are particularly
promising for military battlefield mapping, where stealth and
security are paramount.

Environmental digital twin applications range from port
infrastructures (e.g., OHB SE’s port digital twin using AI
and satellite data [57]) to Earth-scale modeling efforts [58]–
[60]. Although this applies to all digital twins, the latter is
an outstanding example as the importance of clear use-case
objectives is paramount to avoid undue complexity. Multiple
sets of data sources can be used for this scope, ranging from
satellite, UAV, UGV down to UUV, depending on the use
case and requirements. In the same way, rather than trying
to recreate the whole system as it is in the real world, it is
important to focus on what and why the digital twin is used
for, aligning its capabilities accordingly, eventually recreating
just a subsample of the environment and specific wanted
phenomena.

For UAV deployment, testing and training, many works
[61] [62] [63] [64] explore the design and implementation of
dedicated environment digital twin. Closing to the robotics

world, similar tools are exploited for the creation of such
models. We can find Gazebo multi-body dynamic simulator
[65], Robotic Operating System (ROS) [66], the game engine
Unity3D [67] among others.

Overall, environmental digital twins provide a robust plat-
form for enhanced situational awareness, mission rehearsal,
and operational planning. They can work as standalone or can
seamlessly integrate with asset and human digital twins to
form richer system-of-systems frameworks, ensuring a com-
prehensive, real-time picture of the operational environment.

B. Asset

In this context, an asset refers to any entity that is neither
an environment nor a human. This broad category includes
machinery, equipment, weapons, vehicles, and other tools
or devices. Digital twins of such assets enable real-time
monitoring, analysis, and optimization of performance and
maintenance processes.

Data is primarily collected from sensors placed on the
physical asset. The type of sensor and desired metric strongly
depend on the asset’s nature and application. Most sensors
for asset digital twins are proprioceptive sensors, gathering
information regarding the internal state of the system, such as
temperature, vibration, pressure, humidity, acceleration and
orientation. Exteroceptive sensors may also be integrated to
improve situational awareness or data processing capabilities,
particularly valuable in dynamic and ever-changing environ-
ments.

Collected data must be aggregated and stored, often on
cloud platforms for ease of management and scalable pro-
cessing. Predictive analytics tools can be applied both on
historical and real-time data to forecast future states, guiding
proactive maintenance and operational decision. Simulation
models further complement these capabilities by exploring
”what-if” scenarios and assessing their impact on asset
performance.

Also in this case, it is essential to design proper user
interfaces presenting in a clear and straightforward manner
data regarding the asset performance, health, current state
and condition, and operational status through dashboards
and, whereas relevant, 3D visualization. Additionally, digital
twins support remote control, granting users the ability to
manage or operate the asset from a distance. Beyond manual
oversight, the framework can also facilitate automated adjust-
ments based on real-time data through the use of actuators.
Recent studies have shown that digital twins lend themselves
well to control-theory applications [68]–[70], leading to
novel architectures where physical and virtual closed-loop
systems run in parallel and exchange information [71].

Several initiatives showcase the relevance of asset digi-
tal twins in military contexts. Naval vessels, for example,
perfectly embody system-of-systems assets involving cross-
domain subsystems, and there are already ongoing projects
[18], [72] on creating comprehensive digital twins out of
them. Navantia’s approach [18] constructs a comprehensive
digital twin composed of multiple interconnected subsystem
twins, each of which recognizes its own functional and health



status and communicates autonomously. The human-machine
interface comprises different levels of intelligence from basic
to complex, suitable to support upper-level decisions and
execute them. Due to limited access to the Internet, the
naval ship’s digital twin architecture requires enough on-
board processing capabilities, waiting to close the loop with
cloud components when closer to land. Lockheed Martin,
on the other side, is developing structural digital twins for
military vehicles and aircrafts, specifically the F35 Lightning
II series [73]. The structural digital twin allows visualizing
all the known data of a physical asset, including material
information, test data, configuration and force management
results based on operational environments. On a smaller
scale, Singh et al. [74] developed a robotic hand digital
twin with haptic feedback, while Saab Dynamics explores
meta-learning strategies [75] to construct digital twins of
real-world assets using adaptive neural networks in limited
data-scenario, highly common in military application.

Main benefits of asset digital twins are that they can
enhance performance by continuously monitoring and op-
timizing to ensure maximum efficiency, they can improve
reliability by performing proactive management and main-
tenance, and they can provide operational insights which
help to improve operational strategies and decision-making.
Moreover, they can reduce operational costs through opti-
mized performance and maintenance schedules, especially
by early identifying potential issues and avoid unexpected
downtime.

These advantages strongly depend on maintaining a high
fidelity representation of the physical asset, and on handling
large volume of heterogeneous data, which can be achieved
by relying on cloud computing. Moreover, it is important to
seamlessly integrate data from diverse sensors and platforms
into a unified system, other than ensuring data security and
protection from eventual cyber threats. A secure, interop-
erable architecture ensures that digital twins deliver lasting
benefits without compromising mission-critical data.

C. Human

A Human Digital Twin (HDT) is an advanced concept that
integrates multiple layers of data to enhance performance in
various domains such as sports [76] [77], military operations,
clinical application [78] [35], up to daily life. Different
fields prioritize specific aspects of humans to be modeled
in a human digital twin, leading to different data sources,
types of measurements, system designs and frameworks [79]
[80]. In the following we will focus on human digital twin
for military and training applications, nevertheless without
precluding generality and transferability.

The HDT centers around the development of four primary
and interrelated skill layers: physical, technical, tactical,
and mental. Each of these layers plays a crucial role in
performance optimization and requires different sensing and
assessment strategies.

The physical layer encompasses general conditioning,
strength, and power, typically developed in fitness centers.

Metrics such as heart rate, heart rate variability (HRV),
breathing rate, and speed are used to monitor physical fitness.

The technical layer involves the specific movements re-
quired on the battlefield or in a sport, often trained through
closed drills under the supervision of a coach or instruc-
tor who provides feedback. External sensors, like cameras,
measure specific actions such as shooting accuracy, response
times, and motor coordination.

The tactical layer focuses on decision-making and situa-
tional reactions, trained through open drills where individuals
must make strategic decisions under varying conditions.
Activity sensors track task performance, particularly for
dismounted soldiers, covering tasks like shooting, moving,
and communicating.

The mental layer pertains to performance in mentally
challenging high-pressure scenarios, including stress and
cognitive load management. Stress levels can be estimated
using cortisol or HRV, along with other psychological or
behavioral indicators.

Despite the comprehensive approach of HDTs, there are
challenges, particularly the lack of established standards
for the tactical and mental layers. While there are solid
training standards for the physical and technical layers,
the absence of norms for the tactical and mental aspects
means that assessments of warfighters’ readiness often rely
on assumptions rather than measurable criteria. Establishing
solid training standards across all four layers is crucial
for comprehensive performance evaluation, inviting to a
multidisciplinary approach.

Human digital twins offer several advantages for military
training and operations. They accelerate training, allowing
more individuals to be ready in a shorter time frame, dealing
with the current shortage of troops, by providing personalized
feedback and integrating multiple performance dimensions.
Human digital twins provide precise operational insights,
from which trainers and commanders gain clear, data-driven
evidence of an individual’s competence and capabilities,
improving decision-making for deployments and mission
planning. Additionally, by simulating operational scenarios,
human digital twins can familiarize warfighters with realistic
stressful situations beforehand, reducing the mental strain
during actual operations. This alleviates mental strain and
supports a ”deja-vu” effect during real missions.

The successful implementation of Human Digital Twins
relies on several technological enablers. Advanced sensing
and data analytics allow collecting and processing large
volumes of real-time data from wearables, biosensors, and
activity trackers. Edge computing and ad-hoc connectivity
support reliable communication networks and on-device pro-
cessing to handle resource-constrained, remote, or tactical
environments. Finally, extended reality provide immersive
training experiences that closely replicate real-world condi-
tions.

By integrating physical, technical, tactical, and mental
data within a secure, scalable framework, Human Digital
Twins represent a significant advancements= in compre-
hensive training and performance optimization. However,



to fully realize their potential, it is essential to develop
standardized training protocols across all layers, particularly
the tactical and mental domains. This holistic approach not
only accelerates training but also ensures that individuals
are better prepared for real-world challenges, ultimately
enhancing mission success and safety.

VI. APPLICATIONS OF DIGITAL TWINS IN THE MILITARY
FIELD

Having established the conceptual foundations of digital
twins and their core components, environments, assets, and
humans, this section examines the diverse ways digital twin
technology is applied across military operations. We focus
on five primary domains: land ( VI-A), maritime ( VI-B),
air ( VI-C), space ( VI-D), and cyber ( VI-E). In each
domain, digital twins are leveraged to enhance readiness, op-
timize logistics, improve situational awareness and decision-
making. These practical use cases illustrate how digital twins
can unify multiple data sources, provide realistic training
simulations, enable predictive maintenance, and ultimately
transform the way modern defense forces plan, execute, and
learn from operations.

A. Land Domain

Digital twins find strategic applications in the land domain
by enhancing maintenance, situational awareness, and train-
ing of assets and humans. They enable real-time monitoring
and simulation of battlefield conditions, support logistics
and resource management, and allow detailed operational
debriefing.

A main use case for digital twins is the optimization of
maintenance processes by monitoring and predicting the as-
sets’ status exploiting the real-time collected data and deeply
analyzing it in the virtual world. A thoroughly knowledge
and accurate modeling of the monitored assets facilitates
the implementation of predictive analytics and algorithms
for anomaly detection, enabling an optimized and instance-
specific maintenance schedule. The KNDS-Arquus NumCo
project [19], [81] exemplifies this by developing a digital
twin demonstrator for Armoured Infantry Fighting Vehicles,
where health and usage data from onboard sensors feed
into a virtual model. This allows predictive algorithms to
estimate the remaining lifespan of key mechanical com-
ponents based on the vehicle’s operational profile. Conner
et al. [82] similarly demonstrate how field data can be
integrated into ground-vehicle digital twins for statistical
failure prediction, while Song et al. [83] use digital twins for
assessing equipment battle damage and support operational
decisions. Beyond maintenance, management and logistics
functions benefit from deep digital modeling. Li et al. [84]
focus on digital twins of power systems and water supply
infrastructure, applying AI to predict equipment states by
combining historical and real-time data. Meanwhile, Booz
Allen Hamilton Inc. and ARES Security Corporation [43],
along with Casey et al. [44], propose digital twins for
military facilities and aircraft hangars, enhancing security,
crisis response, and overall infrastructure management. In

general, within the predictive maintenance use case, digital
twinning technologies are integrated with statistical or AI
tools to forecast failures and recognize patterns in either the
on-field acquired data or the synthetic data produced by the
digital counterpart.

Testing is another key use case for digital twins within the
land domain. Virtual replicas closely mirroring real assets
permit thorough design optimization without the cost or risk
of physical trials. Systems integrating AI components can
be retrained on new realistic synthetic data in the simulated
environment, then validated through the digital twin model.
Wang et al. [45] propose an online battlefield learning algo-
rithm, demonstrating how digital twins for unmanned combat
can facilitate equipment testing, performance evaluation,
and strategic decision support. Digital twinning can provide
realistic training simulations for land-based operations, al-
lowing military personnel to train in virtual environments
that replicate actual terrains, equipment, combat scenar-
ios, and adversary tactics. This includes tactical exercises,
urban warfare training, and vehicle operation simulations.
In 2018, Rheinmetall AG in cooperation with Rohde &
Schwarz GmbH & Co KG founded RRS-MITCOS, which
mission is to digitalize the German Army [85], while benntec
Systemtechnik GmbH [86] is currently developing digital
learning applications for both basic and specialized training.
Specifically they employ digital twins of military vehicles
jointly with VR technologies to technically and operationally
train vehicle operators, maintenance personnel and instruc-
tors for their tasks in real operational environments. Nexter,
a company of the KNDS group, developed Caesar Virtual
Maintenance Training [87], a fully digitalized training for
maintenance tasks system providing simulated environment,
vehicles and operators. Emerging 6G solutions in the field
[88] promise even higher-fidelity simulations and gesture-
based interactions, exploiting the increased bandwidth and
boosted data throughput, pushing the boundaries of immer-
sive, highly interconnection between the real and virtual
realms. Digital twinning also permits to train data-driven
models and systems, which require a large amount of data.
But when dealing with defence application and scenario, data
is often lacking. Whether it is for human or model training,
realistic simulated environments and simulation platforms are
therefore essential.

Digital twins can significantly improve land-based oper-
ational planning by creating virtual models of deployment
areas, analysing terrain features, and simulating mission
scenarios. Commanders can optimize resource allocation,
assess potential risks, and devise more effective strategies.
During mission execution, the digital twin can monitor
equipment status and remote operations, as exemplified by
Singh et al. [74] in the context of hazardous duties like
explosive ordnance disposal. Wang et al. [89] propose a
battlefield digital twin architecture where a command-and-
control system operates as a central node in a system-of-
systems framework, supporting mission planning, real-time
monitoring, and debriefing. The EDF project MoSaiC [90]
integrates drone-based monitoring and sampling for CBRN



(Chemical, Biological, Radiological, or Nuclear) threat as-
sessments, while Zhang [91] focuses in search and rescue
operations in a drone-assisted ground network scenario,
illustrating the cross-domain synergies between ground and
air assets. When coming to Operational Planning, Execution
and Monitoring or Debriefing, an accurate knowledge of the
situation is required. This is achieved by reinforcing the data
acquisition and communication channels, by implementing
suited sensors and actuators able to achieve the system
requirements, e.g. data throughput, latency, robustness, and
acquisition frequency. It is also desired to handle situation
in which acquired data go missing, thus being able to keep
the operation on going by simulating the scenario. While
storing massive datasets can be expensive, targeted data re-
tention of essential mission elements enables thorough replay
and analysis. User interfaces and data processing pipelines
must be designed for clarity and efficiency, ensuring that
relevant insights, such as equipment performance or tactical
decisions, are readily accessible post-mission.

Overall, digital twins in the land domain span predictive
maintenance, realistic training simulations, and advanced
planning and monitoring tools, all of which enhance op-
erational effectiveness and resource optimization. As sen-
sor technologies evolve and networking capabilities expand,
these digital twin applications will continue to deepen and
broaden, driving innovation and improved outcomes on the
battlefield.

B. Maritime Domain

Digital twin technology is reshaping the military maritime
domain by improving operational efficiency, safety, and
strategic planning. Key use cases include maintenance and
repair of naval vessels, real-time monitoring of onboard sys-
tems and structures, training for naval personnel, operational
planning and simulation, and port logistics and management.

Digital twins enable real-time monitoring of a ship’s
systems and structures, facilitating predictive maintenance.
By analyzing onboard sensor data, potential issues can be
identified before they lead to system failures, or at their
earliest stages. This reduces downtime and extends the
lifespan of naval assets. A notable example is Fincantieri
S.p.A.’s FCX30 military vessel, whose digital twin solution
supports the entire product life cycle, from logistics and
energy optimization to predictive maintenance and online
decision support [72]. It is designed to be fully interop-
erable with allied navies and to be able to be refitted
with new technologies to anticipate or quickly react to
new scenarios. The FCX30’s digital twin leverages a data-
centric architecture to facilitate these processes, driving a
shift in many manufacturers’ business models. In the service
phase, Choi et al. [92] used system dynamics to integrate
heterogeneous, multidisciplinary data and protocols, building
digital twins of naval ships for operations and maintenance.
Similarly, Navantia, S.A. presents in [18] their ongoing
projects regarding digital twin implementation on military
navy. The F110 class frigate, in production since April 2022
[93], already includes a digital twin able of connecting,

extracting, and processing data from overboard equipment
and crew members. It further supports maneuvering and
piloting ships for training purposes in a realistic environment.
The correlated NAVANTIS product suite further enhances
training and subsystem maintenance.

Digital twins also serve as dynamic and interactive training
platforms, allowing personnel to practice real-world pro-
cedures under simulated conditions. By replicating various
scenarios, including emergencies, trainees develop safer and
more effective responses at sea. For instance, Major et al.
[94] demonstrated an online ship digital twin for remote
crane operations, integrating data from GPS, wind sensors,
Motion Reference Units (MRUs) and Wave Sensors, and
crane PLCs. This setup transmits real-time information to
an onshore mirror via a 4G connection, allowing onshore
operators to pilot missions safely through a simulator. Digital
twins find effective application in model training scenarios,
even with limited data availability. Blachnik et al. [95] create
a digital twin of an underwater environment containing unex-
ploded ordnance (UXO) and non-UXO objects for generating
datasets to be used for training machine learning models
within the task of scanning underwater areas using mag-
netometers. Digital twins find themselves extremely useful
when it comes to training, whether it is for personnel or
for models. They drastically cut costs, providing training
environment which are ready to use and endlessly reusable.
This requires appropriate software and simulation platform,
as well as low latency equipment and sensors to provide a
realistic experience for human training, and HPC platforms
to speed up and achieve successful model trainings.

Operational and tactical planning benefit significantly from
maritime digital twins. Commanders can simulate multi-ship
maneuvers, test strategies, and anticipate possible outcomes.
This capacity to explore different operational strategies in a
safe, controlled environment improves decision-making and
helps develop more robust contingency plans. As with train-
ing, these simulations demand accurate modeling for reliable,
mission-critical results. Maritime surveillance and monitor-
ing can similarly be enhanced via digital twin solutions.
General Dynamics Mission Systems–Italy’s BlueSHIELD
platform [96], for example, collects and fuses data from
numerous sensors to create a unified maritime picture that
improves situational awareness and informs decision-making
through built-in AI analytics.

Digital twins in the maritime sector also facilitate ship
design and construction. By virtually modeling a vessel
during the design phase, engineers can predict its perfor-
mance under diverse conditions and make adjustments before
physical manufacturing begins. This leads to more efficient
ship designs, optimized for performance and resilience. Saab
Dynamics applies this concept when designing torpedoes and
underwater weapon systems, including Li-ion battery digital
twins [75]. In military contexts, data scarcity is a persistent
challenge, often due to GNSS-denied environments and silent
operations. Consequently, developing and validating these
models under such constraints can be challenging but crucial
for optimizing the final system performance.



Beyond onboard applications, digital twins can optimize
port operations by simulating vessel traffic, cargo handling,
and infrastructure usage. OHB SE, for example, developed
a digital twin of the port of Bremen combining satellite
data, smart sensors and AI, integrating the digital twin with
indirect tracking [57]. Although their system acts more like
a “digital shadow” than a full bidirectional digital twin,
it highlights how diverse data sources, satellites, UAVs,
and on-machine sensors, can be integrated for situational
awareness and streamlined workflows. Further refinements,
such as adding more data layers or incorporating predictive
functions, would align more closely with a comprehensive
digital twin architecture.

Overall, digital twins in the maritime domain provide a
versatile foundation for predictive maintenance, personnel
training, strategic planning, and logistics optimization. As
sensor integration, data-processing capabilities, and connec-
tivity solutions advance, the depth and efficacy of these ap-
plications will continue to grow, underscoring digital twins’
pivotal role in modern naval operations.

C. Air Domain

In the air domain, digital twinning revolves around mod-
eling aircraft systems and flight operations to optimize main-
tenance schedules, predict failures, and boost pilot training
through highly realistic simulations. By providing safe, cost-
effective environments for testing new tactics and technolo-
gies, digital twins allow operators to experiment without the
risks and overhead of real-world trials.

Digital twins can be used to monitor and analyse the per-
formance of aircraft systems and state of their components,
from the manufacturing stages to the deployment and end-of-
service. By creating virtual replicas of aircraft subsystems,
operators can track system health, predict maintenance needs,
and optimize maintenance schedules, resulting in increased
operational readiness. Many works address these use cases.
Lockheed Martin Corporation declares to be developing
structural digital twins of military vehicles, specifically
in their F35 Lighting II series, helping optimizing their
manufacturing process [73]. The use of digital partnership
technologies in the manufacturing process helps validate the
design, manage and optimize production lines, improve the
performance of the product, and test the flight software,
in addition to allowing for online anomaly detection and
optimized fleet maintenance planning. The SAMAS 2 project
[97], coordinated by the European Defense Agency, targets
military helicopters, leveraging digital twins to monitor cor-
rosion and ballistic damage during missions and thus boost
aircraft availability. Kraft [98] integrates fluid dynamics into
digital twins, merging physics-based modeling with exper-
imental data to form a robust representation of air vehicle
life cycles. Agrawal et al. [99] apply deep learning to data
from multiple combat aircraft systems for health assessment.
These examples underscore the high accuracy essential for
predictive maintenance, as even minor model inaccuracies
can significantly impact flight safety and performance.

Digital twins enable immersive flight simulation and train-
ing by recreating virtual cockpits, aircraft models, and flight
environments. Pilots can practice complex maneuvers, emer-
gency procedures, and mission scenarios in near-realistic
conditions. Enhanced situational awareness and predictive
capabilities further support tasks such as remote or au-
tonomous control of unmanned aircraft, route optimization,
and ground-decision processes. Italian defense company
Leonardo S.p.A. uses digital twin technologies for drones
and helicopters, accelerating production cycles and improv-
ing operational performance and predictive maintenance
[100]. Airbus SE and BAE Systems plc, in collaboration
with Leonardo, plan to integrate XR technology into the
Eurofighter Typhoon for more efficient maintenance and
crew training [101]. Meanwhile, Wang et al. [102] emphasize
cloud computing as a foundation for large-scale UAV digital
twins, enhancing mission planning, execution, and predictive
maintenance with AI-assisted command, control, and situa-
tional analysis. Specifically, cloud computing can enhance
the efficiency of virtual and real networking collaboration.
Moreover, cloud computing allows independent and solid
situational awareness through AI-assisted command, con-
trol, and assessment analysis. Structural integrity represents
another area of focus. Kapteyn et al. [103] propose real-
time structural health monitoring for UAVs, dynamically
adapting missions to balance vehicle preservation, mission
aggressiveness, and operational effectiveness. Pinello et al.
[104] develop a digital twin for a nose landing gear within
Simulink, generating signal data for subsequent training of
damage-detection algorithms. Digital twinning technologies
can be also used for testing UAVs and plan their missions
in highly realistic replica of the environment in which to
be later deployed. The lack of data plays a crucial role
in effective training of agents and models, especially when
implementing deep data-driven techniques. One solution
involves the creation of ad-hoc testbeds [105], however, this
approach is often both cost- and time-intensive. Therefore,
environments need to be digitalized in order to use them
for offline virtual training, and simultaneously they require
to incorporate as many details and attributes as possible
achieving high levels of reality according to the specific
training requirements. Shen et al. [106] use a digital twin
to train multiple UAVs via multi-agent deep reinforcement
learning in a dynamic environment with constrained sensing
and communication. This approach centralizes learning while
distributing execution, accelerating model evolution. Finally,
Ji et al. [107] propose a comprehensive digital twin for
mission planning, training, predictive maintenance, and on-
line anomaly detection. Their modeling method intertwines
geometric, physical, behavioral, and rule-based aspects, en-
suring consistent bidirectional feedback between the physical
quadrotor UAV and its digital counterpart.

In the long run, digital twin technology will likely sup-
port every phase of a system’s life cycle—from design to
manufacturing, operational service, and eventual retirement.
Employing a unified digital twin across these stages avoids
costly model transitions and allows manufacturers to offer



“digital twin as a service” for diverse user needs. This
holistic approach brings continuity and efficiency to the
entire air-domain ecosystem, elevating safety, readiness, and
innovation.

D. Space Domain

Digital twins in the space domain focus on replicating
satellites and other orbital assets to monitor health, detect
anomalies, and plan or simulate a range of missions. By
creating virtual counterparts of satellites, ground stations,
and communication networks, operators can anticipate per-
formance issues, test potential maneuvers, and optimize
maintenance schedules. One notable application is space
debris monitoring, where digital twins help model orbital
debris trajectories and predict collision risks, informing safe
evasive maneuvers for active satellites.

Slingshot Aerospace, for instance, offers a digital twin of
space environments that integrates real-time orbital object
mappings with space weather data [108]. A built-in physics-
based simulator shows how planned missions may behave
in the real environment, improving collision avoidance and
long-term asset safety. Shangguan et al. [109] similarly
propose a satellite digital twin that incorporates sensor
readings, i.e. pressure, temperature, altitude, and payload
data, into simulations for structural health monitoring, fault
diagnosis, and dynamic mission adjustments. Efforts toward
standardizing digital twins in the aerospace sector include
adapting ISO 23247 (Digital Twin Framework for Man-
ufacturing) [10] to non-manufacturing contexts like orbit
collision avoidance and debris detection [110]. Establishing
universal frameworks facilitates interoperability, reusability,
and streamlined implementation across heterogeneous sys-
tems. Along similar lines, Lei et al. [111] present a digital
twin construction, evaluation, and management framework
for spacecraft systems, highlighting applications such as pre-
mission simulation, real-time on-orbit monitoring, and rapid
operational forecasting. In turn, a framework for digital twin
construction, evaluation, management, and implementation in
spacecraft systems is presented in [111]. Some applications
of digital twins in spacecraft systems are also highlighted,
that are pre-mission ground simulation, on-orbit real-time,
comprehensive monitoring, and rapid prediction of operating
status. A position paper by the Aerospace Industries Associ-
ation (AIA) and the American Institute of Aeronautics and
Astronautics (AIAA) [112] underscores the value of digital
twins throughout an aerospace system’s life cycle. Perfor-
mance monitoring, validation, and optimization, as well as
design refinement, upgrades, and predictive maintenance, all
benefit from accurate virtual representations. This end-to-end
integration often yields substantial cost reductions, as real-
world trials, redesigns, and maintenance schedules become
more precise.

Space-based imaging from satellites forms the backbone of
many large-scale digital twin applications, including the Dig-
ital Twin Earth concept [58]–[60]. Satellites are considered
as one of the main data sources when it comes up to Earth
imaging, feeding many applications such as surveillance,

surface reconstruction, among others. Data quality, frequency
and responsiveness are key requirements use-case tailored.
The created platforms are meant to simulate in space and
time specific phenomena given specific parameters. These
global reconstructions incorporate terrestrial data (e.g., ter-
rain, weather) to simulate near-future phenomena,be it dam-
break scenarios, road traffic projections, maritime security
shifts, or battlefield evolutions. Such dual-use capabilities ap-
peal to both defense and civilian sectors, although real-time
accuracy and interoperability remain pivotal. In particular,
when multiple organizations or agencies share infrastructure
and data sources, common standards and protocols become
critical to sustaining robust, integrated digital twin ecosys-
tems.

E. Cyber Domain

In the cybersecurity domain, digital twins model networks,
systems, and processes to expose potential vulnerabilities,
predict emerging threats, and validate defense mechanisms
in controlled, realistic scenarios. By offering dynamic envi-
ronments for threat simulation, incident response testing, and
continuous monitoring, digital twins significantly enhance
the readiness and resilience of military cyber infrastructure.
They also play a growing role in securing supply chains and
other critical elements of military operations.

Threat simulation is a critical, proactive application of dig-
ital twins in military cybersecurity, wherein a virtual replica
of the cyber infrastructure is subjected to various hypothetical
attacks. This controlled environment helps experts identify
vulnerabilities, from phishing to multi-vector intrusions, and
assess the effectiveness of existing defense measures without
risking real operations. It also serves as a hands-on training
platform, enabling cybersecurity teams to practice incident
response. By continuously iterating simulations and refining
strategies, organizations can adjust their defensive position
and more effectively mitigate real-world threats. Digital
twins provide a realistic and controlled environment where
security teams can practice responding to cyber incidents
without the risk of compromising actual military operations.
Furthermore, digital twins offer a safe testing ground for new
cybersecurity technologies, allowing developers to validate
solutions against high-fidelity threat scenarios in controlled
environments before deployment. This reduces the risks
of implementing novel defenses and ensures that critical
infrastructure remains robust when under actual attack.

A network digital twin targets communication infrastruc-
ture. By using real-time and historical data, it accurately
models network topology, protocols, traffic flow, and physical
constraints. Military organizations can simulate cyberattacks
on this environment to test resilience, identify vulnerabilities,
and validate patching strategies. Bagrodia [113] explores
cyber ranges based on virtual machines and network digital
twins, highlighting how mission-centric analyses reinforce
the defensive capabilities of military systems. Keysight Tech-
nologies’ EXata [114] exemplifies a commercial solution
for developing such digital twins, offering tools for design
analysis, testing, and cyber assessment. Enhancements may



incorporate additional layers, such as blockchain-based so-
lutions [115], to ensure secure on-chain representation of
real-world assets and off-chain state persistence. Maathuis
et al. [116] propose a modeling and simulation solution
for effects classification and proportionality assessment in
military cyber operations to support targeting decision. This
method can serve as the core of a military cyber digital twin.
Vielberth et al. [117] create a cyber range simulating critical
systems for Security Operations Center (SOC) analysts to
practice detection and prevention techniques against simu-
lated attacks.

Digital twins function as a continuous monitoring layer,
tracking both physical and virtual assets in near real time.
By integrating diverse data sources—network traffic, system
logs, user behavior—digital twins allow cybersecurity teams
to maintain situational awareness, rapidly detect anomalies,
and tailor response strategies. This holistic approach drives
advanced threat intelligence and predictive analytics. Pattern
analysis on synthetic or real-world datasets can forecast
likely attack vectors, enabling preemptive defenses. The
same infrastructure supports realistic training for cyberse-
curity operators, reinforcing skills in intrusion detection,
incident response, and strategic planning.

Supply chains represent a crucial yet often vulnerable ele-
ment in military logistics. Digital twins can visualize end-to-
end operations, spotting potential disruptions, ensuring asset
integrity, and streamlining decision-making. Although Sani
et al. [118] report limited real-world adoption of digital twins
for military supply chain visibility, the potential remains con-
siderable. Adami et al. [119] further highlight digital twins’
ability to detect anomalies, enhance redundancy strategies,
and counter cyber threats by learning adversarial behaviors.
They emphasize, however, that data availability remains a
major hurdle as machine-learning-driven analytics require
robust datasets, suggesting a “defense data space”, or ”data
pools” shared among partners for maximum efficacy. In the
United States, the Global Combat Support System–Army
(GCSS–Army) [120] is developing digital twin capabilities
for ground and aviation logistics, bringing real-time insights
into inventory, transportation, and delivery statuses under one
web-based system. This integration aims to improve tactical
logistics tasks and expand commanders’ situational aware-
ness, ultimately reinforcing combat power on the battlefield.

Overall, digital twins within the cyber domain pro-
vide simulation, monitoring, and predictive analytics that
strengthen military cybersecurity and supply chain resilience.
As data-sharing frameworks and interoperability mature,
these capabilities are set to expand, safeguarding critical
digital infrastructure in increasingly complex threat environ-
ments.

F. Cross-Cutting Use Cases

From our in-depth analysis of each specific defense do-
main, we identified several cross-cutting use cases of digital
twin technology that transcend domain boundaries and are
shared across land, maritime, air, space, and cyber contexts.
The identified use cases are as follows:

• Predictive Maintenance: Leveraging real-time data
and analytics to anticipate failures and schedule main-
tenance tasks proactively, maximizing asset availability
and lifespan.

• Design and Construction: Employing digital twins
early in the product life cycle to validate designs, opti-
mize manufacturing processes, and ensure consistency
from concept to deployment.

• Planning, Testing, and Simulation: Using virtual rep-
resentations to explore “what-if” scenarios, test op-
erational plans, and evaluate system performance in
controlled environments before real-world deployment.

• Training and Optimization: Providing immersive,
data-driven training solutions for personnel and systems,
enabling iterative skill development, performance im-
provements, and rapid adaptation to changing missions.

• Execution and Monitoring: Enabling real-time over-
sight and control of ongoing missions or operations,
offering situational awareness and decision support
through high-fidelity and up-to-date digital replicas of
physical assets or environments.

• Logistics and Management: Optimizing supply chains,
resource allocation, and operational coordination by
integrating diverse data sources into a shared, dynamic
digital system.

• Debriefing: Reconstructing, replaying and analyzing
completed missions or operations to identify successes,
failures, and opportunities for refinement, ultimately
guiding future strategy and training.

Table II provides illustrative examples of domain-specific
implementations and insights for each of these generalized
use cases. The general use cases shown in the table, high-
light how digital twins can offer benefits regardless of the
specific domain, underscoring the universality and versatility
of digital twin technology within modern defense strategies.
Embracing this transversal perspective makes it clear that
cross-domain digital twins, tailored to particular needs as
required, form the foundations of successful and efficient
digital twin development, enabling seamless adaptation and
enhanced operational effectiveness across multiple defense
domains.

Figure 6 reports the results from the questionnaire sent to
defence industries and ministries regarding the applications
of digital twins across the identified general and cross-
cutting use cases. Related to the design and construction
use case (Figure 6a), digital twin technologies are already
extensively employed by industries and governmental bodies
in 87% of the responses.This includes comprehensive use
(13%) or partial use (38% exclusively for prototyping, 36%
for performance analysis). This is consistent with the fact
that digital twins were originally designed for manufacturing
purposes, making them deeply integrated and effective in
these contexts already. When it comes to mission plan-
ning (Figure 6b), a notable 52% of respondents indicated
that digital twins are not yet in use. In contrast, 39%
reported using digital twins for all missions, and 9% only



TABLE II: Illustrative examples of applications of digital twins in the military domain, with respect to the most relevant
use cases and thematic domains.

Land Maritime Air Space Cyber

Predictive
Maintenance

Ground-based machinery
predictive maintenance

Naval vessel predictive
maintenance

Aircraft predictive maintenance Predictive maintenance for
operating satellites

Predictive maintenance for
cybersecurity systems

Design and
Construction

DT of ground-based vehicle shared
across design and construction
stages among makers and users, XR
integrated

DT of naval vessel shared across
design and construction stages
among makers and users, XR
integrated

DT of aircraft shared across design
and construction stages among
makers and users, XR integrated

DT of satellite shared across design
and construction stages among
makers and users, XR integrated

Virtual network infrastructure
design

Planning,
Testing and
Simulation

Battlefield DT for ground-based
operational planning

Naval vessel DT testing and
mission planning using virtual sea
enviornment

Aircraft DT testing and mission
planning using virtual air
environments

Satellite-based DT for operational
planning

Cyberattack simulation in secured
DT environment

Training and
Optimization

Human DT for optimized and
efficient training

Simulation of ship and submarine
systems for training

Flight training using virtual
environments

Aerospace training using virtual
environments

Cybersecurity operators and
systems training

Execution and
Monitoring

Battlefield DT for ground-based
operations

DTs for naval vessel energy
optimization and operational
efficiency

Remote execution and monitoring
of aviation and drone missions

Remote execution and monitoring
of satellite operations

Threat Prediction and Vulnerability
Assessment

Logistics and
Management

DT for ground-based operations
management and coordination

DTs for naval vessels management
and coordination

Supply chains DT Supply chains DT Supply chains DT

Debriefing Ground operations reconstruction
and replay for debriefing

Maritime operations reconstruction
and replay for debriefing

Mission debriefing using virtual
environments and recorded DT
states

Mission debriefing using virtual
environments and recorded DT
states

Cyberattack analysis

for critical missions. This suggests that while adoption is
still in progress, once implemented, there is a tendency
to utilize digital twins consistently across various mission
types. In terms of training (Figure 6c), digital twins are
already in use by 76% of the respondents, with the most
significant application being for advanced mission simulation
(29%), followed by maintenance training (25%) and basic
operational training (22%). This demonstrates the strong
potential of digital twins to enhance training efficiency and
realism in military contexts. For mission monitoring and
execution (Figure 6d), digital twins are less integrated,
with only 52% of responses indicating usage. The primary
applications are for decision support system systems and
real-time situational awareness, emphasizing the need for
advanced decision-making tools. Finally, for the debriefing
use case (Figure 6e), digital twins are not yet fully employed
in 46% of cases. When they are used, their main function is
for analyzing mission outcomes and eventual errors, show-
casing their potential in improving post-mission assessments.
Overall, when respondents were asked which digital twin
applications they find most promising in their respective
domains ( 6f), there was a clear inclination toward enhancing
real-time decision-making (37%), followed by improving the
fidelity of simulations (33%) and predictive analytics (30%).
This highlights the growing interest in leveraging digital
twins to improve decision-making, simulation accuracy, and
predictive capabilities altogether.

The responses summarized in Figure 7 indicate that
adopting a cross-domain perspective when designing and
developing digital twins is generally viewed as promis-
ing. As shown in Figure 7a, 54% of participants report
successfully adapting digital twins initially designed for
one domain to another; of these, 67% achieved significant
success, while 33% note limited success. However, when
shifting the focus to supporting technologies and standards
related to digital twins development (Figure 7b), 10%
consider them fully compatible across different domains,
while 40% claim partial compatibility that still presents

certain integration challenges. Only 20% indicate a need for
significant adaptation to achieve compatibility. Despite these
barriers, the data suggest that, with focused effort, digital
twin systems can be made to function effectively across
multiple domains. When examining gaps that hinder effective
cross-domain transposability (Figure 7c), the most pressing
issue is securely sharing sensitive information (44%), fol-
lowed by a lack of standardized communication protocols
(33%). This concern also appears among the major cross-
domain challenges (Figure 7d), where 38% cite an absence
of standardized protocols as the main obstacle, followed
by 33% pointing to security and data privacy worries.
Favourably, 64% of respondents (Figure 7e) believe that
sharing infrastructure or resources across different domains
can be beneficial, either extensively across many domains or
within select areas where synergy is more straightforward.
To harness this potential, survey participants highlight the
importance of universal technical standards (37%) and cross-
domain workshops/training (36%), along with shared best-
practice repositories (27%)(Figure 7f). Overall, these results
show a strong interest in achieving cross-domain digital twin
adoption, with some organizations already experimenting at
a basic level. Nonetheless, key challenges, particularly the
lack of commonly adopted standards and secure information
and data sharing frameworks, complicate the path toward
seamless interoperability and broader success.

As depicted in Figure 8a, 35% of respondents indicate that
they do not follow any comprehensive digital twin standards
at present. The remaining participants instead adapt various
pre-existing standards to their digital twin projects: 15% rely
on industry-specific simulation standards, 12% use ISO stan-
dards focused on data quality and structure, and 15% employ
other international technology standards. This lack of widely
adopted protocols emerges as a key impediment to digital
twin development and operation (Figure 8d). Specifically,
62% of the respondents cite interoperability issues as the
major consequence, while 24% mention deployment delays,
10% report increased costs, and 4% highlight security risks.
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Fig. 6: Results of the questionnaire, related to current integration of digital twin technologies with the identified cross-domain
use cases.

In fact, when asked about which aspects of digital twin
technology most urgently require standardization (Figure 8c),
participants are nearly evenly split among interfaces between
disparate systems, data exchange formats, and security proto-
cols. Such results underscore the wideness of standardization
needs across technical, procedural, and security dimensions.
Looking forward, developing commonly accepted digital
twin standards is considered essential, and a collaboration
of all stakeholders, including industry, governmental bodies,
and international standards organizations, was indicated as
the most suitable leader for this task (Figure 8b). This
collective approach should help unify protocols, streamline
interoperability, and increase security, ultimately accelerating

the broader adoption of digital twin technologies.

VII. MAIN GAPS AND LIMITATIONS

The widespread adoption of digital twin technology offers
immense potential for transforming the defense sector. Yet
to ensure its effective and secure implementation, several
challenges and gaps must be addressed. This section high-
lights the key issues, ranging from conceptual definitions and
standardization to data sharing and integration, that stand in
the way of fully realizing the benefits of digital twins in
defense contexts.

The results of the questionnaire, shown in Figure 9, reveal
that there is strong interest and potential to be exploited for
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Fig. 7: Results of the questionnaire, related cross-domain usage of digital twins in the military field.

the integration of digital twins with other emerging technolo-
gies, as presented in III-B. 23% of respondents foresee highly
integrated solutions, while 36% predict a moderate level of
integration. Only 6% expect limited integration, suggesting
a broad recognition of the potential for digital twins to
work synergistically with other cutting-edge technologies.
These findings emphasize general optimism about the future
capabilities of digital twin systems along with the enhanced
support of innovative technological enablers.

Figure 10 illustrates the results of the questionnaire
regarding the main gaps, challenges and limitations iden-
tified for the development and deployment of digital twin
technologies in the defence sector. The main barriers to
employing digital twins in current operations (Figure 10a)

include technological limitations, which are reported in 36%
of responses, followed by a general lack of expertise (32%)
and budget constraints (29%). Notably, security concerns
are not considered a significant barrier, suggesting as this
is not considered at the moment a primary barrier for
digital twin employment. In general, the adoption of dig-
ital twin within the defense sector (Figure 10b) confirms
that budget constraints are a major issue (28%). This is
followed by insufficient training and expertise (31%), and
cultural resistance to new technology, identified by 24% of
the interviewees as a notable challenge characterizing the
defence sector. To address these limitations and enhance the
effective deployment of Digital Twins, the survey (Figure
10c) indicates that the most crucial requirement is technical
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Fig. 8: Results of the questionnaire, related to standardization of digital twin technologies in the military field.

Fig. 9: Result of the questionnaire related to integrating digital twins with emerging technologies.

staff training, which is prioritized by 34% of respondents.
Other essential measures include investments in software and
hardware (28%), and the establishment of regulatory and
policy frameworks, alongside fostering strategic partnerships
and collaboration, both of which are considered significant
measures by 19% respondents. Collaboration is considered
paramount also in the long run, as 40% of the respondents
believe that the lack of strategic alignment on technology
adoption, both between industry and governmental institu-
tions and among different defense domains, could impact the
future deployment and scalability of digital twin technologies
(Figure 10e. Similarly, inconsistent policies across allied

countries pose a threat for 27% of the respondents, further
highlighting the growing awareness of the need for collabora-
tion. This concern underscores the importance of developing
a unified approach across all stakeholders, ensuring that the
deployment and scalability of Digital Twin technologies are
not obstructed by disjointed efforts or conflicting regulations.

a) Digital Twin Concept and Definition
Despite the extensive interest in digital twinning across

various fields, there is still considerable ambiguity surround-
ing its precise definition. Simple virtual replicas of real
entities are often labeled as digital twins, which can obscure
the true essence of bidirectionality and continuous data flow
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Fig. 10: Results of the questionnaire, related to main gaps and current limitations for digital twin technologies development
and deployment.

that a genuine digital twin requires. Additionally, “digital
threads” are sometimes mistakenly referred to as digital
twins, especially in recent efforts to create virtual represen-
tations that encompass an entire product or system life cycle.
This blurring of terminology leads to miscommunication
and misconception, as providers and end users may hold
different expectations regarding essential requirements and
specifications. Consequently, the final commercial products
often fail to meet the original vision or the operational needs
they were intended to address.

b) Missing Standards and Interoperability
A significant challenge for digital twins in the defense

domain lies in achieving interoperability and the integration

of diverse data sources. In fact, 48% of the interviewees
identified digital twin interoperability with other software
system to be the major gap to be urgently addressed to
enhance digital twins in the defence domain (Figure 10d).
Defense systems collect vast amounts of information via
multiple sensors, platforms, and networks. Ensuring seam-
less integration of these heterogeneous datasets, alongside
the many platform and systems, is crucial to building a
comprehensive, accurate digital twin and fully exploiting its
capabilities. Consequently, standardized data formats, proto-
cols, and interoperability frameworks are needed to facilitate
efficient data exchange across varied defense platforms and
systems.



Additionally, modern defense architectures often adhere
to a system-of-systems approach, implying that multiple
digital twins must be coupled. In a hierarchical military
structure, each digital twin may require its own level of fi-
delity while still remaining consistent and interoperable with
others. Although an ISO standard for digital twins (initially
developed for manufacturing) exists, adapting it to other
contexts, such as aerospace, like some works proposed [110],
or defense, is crucial to facilitate interoperability among
systems, applications, and organizations. Nevertheless, es-
tablishing robust standards for inter- and intra-organizational
communication remains essential, especially when looking
at dual-use application. Following a common standard (or
suitably adapting existing ones, such as ISO 23247) sim-
plifies data sharing, speeds implementation, and ultimately
leads to a more holistic understanding of the entire defense
ecosystem.

c) Lifetime Digital Twin and Use Case Specification
Employing standards benefits more than just interoperabil-

ity among similar instances or within the same domain; it
also ensures compatibility throughout the entire product life
cycle, from design and production to service and beyond.
Adopting a singular, core digital twin for use across a
system’s lifetime underscores the inseparable link between
physical and virtual counterparts, effectively treating them
as a unified entity.

Especially in manufacturing contexts, it has been seen that
adopting a lifetime digital twin, one that can be adapted
to different phases of the product’s life cycle, maximizes
its utility across various use cases. Crucially, well-defined
requirements and clear application goals are needed from the
outset. This focus on specifications ensures that the digital
twin employs the right data, meets user expectations, and
delivers tangible advantages, rather than merely replicating
existing processes without adding value.

d) Domain-based Approach
A major obstacle to successfully developing and inte-

grating digital twin technology in the military field is the
thematic domain structure traditionally entrenched within de-
fense institutions. In practice, any given asset, environment,
agent, or subsystem can be involved in operations that span
multiple thematic domains. This reality contrasts with the
rigid domain labels (land, maritime, air, space, and cyber)
often found in military organizational structures. Although
many defense contractors already operate across several of
these domains simultaneously, such domain-based distinc-
tions fade away when switching to technical implementations
and applications. As observed in section VI-F, borders of
thematic domains become much thinner and tend to overlap
when addressing specific instances or subsystems, as digital
twinning is leading to, according to the system of systems
view.

A technical characterization, focusing on the intrinsic
properties of digital twins rather than thematic domains, thus
offers a more versatile alternative. Grouping digital twins
by their “essence” (e.g., humans, assets, and environments)
simplifies integration across different organizations and use

cases without requiring changes to the digital twin’s core
design. Freed from domain constraints, these cross-domain
digital twins are more adaptable to dual-use applications,
military or civilian.

However, relying solely on off-the-shelf tools and frame-
works can complicate interoperability across different fields,
as they each have their own ecosystems of familiar tools.
An innovative yet widely adopted approach involves a
hierarchical, domain-agnostic structure that prioritizes the
fundamental sets (humans, assets, and environments). Once a
core digital twin is established for each set, it can be readily
customized to specific use cases, be they military or civilian,
without risking cross-compatibility. This approach naturally
supports a complete system-of-systems perspective, where
everything can be represented in the virtual realm, inter-
linked, and synchronized with real-world counterparts. Major
industrial players have already shifted to such comprehensive
solutions, reflecting their readiness to serve multiple thematic
domains through an overarching, integrated framework.

e) Data Sharing, Integration and Intellectual Property
Digital twins and their associated technologies handle

sensitive defense data, making robust security and privacy
measures paramount. Often, defense systems comprise mul-
tiple subsystems from different providers, resulting in a
heterogeneous environment that can impede seamless data
integration and effective exploitation of digital twin capabil-
ities. Such incompatibilities may arise between subsystems,
between entire systems, or even among different organiza-
tions, particularly when civilian and military institutions must
interface.

Dual-use scenarios further complicate matters. Manufac-
turers and defense institutions often share a mutual desire
to build high-fidelity digital twins, yet intellectual property
(IP) and data ownership disputes can emerge, especially
when defense stakeholders demand rights to use privately
owned data or systems. Additionally, privacy regulations
and classification protocols must be established to pro-
tect sensitive or personal information within digital twin
ecosystems. Moreover, limited publicly available data, due
to confidentiality, security, or secrecy, creates challenges for
data-driven approaches and AI model training, as well as
for the high-fidelity requirement, restricting the accuracy and
effectiveness of digital twins.

Nevertheless, digital twin technologies also present po-
tential solutions. By creating synthetic data that realistically
mimics real-world scenarios, digital twins can generate large
volumes of training data at minimal cost—expanding options
for analysis and reducing dependence on scarce proprietary
datasets. However, these approaches also underscore the
importance of data reliability. In a typical digital twin
environment, inputs may include sensor data of varying
precision or AI-generated forecasts with uncertain accuracy.
For instance, thermal measurements from ground sensors
may be more trustworthy than outputs from a predictive
model. Adopting reliability metrics at each data-processing
stage is thus critical, and these metrics often involve multiple
parameters (e.g., time, sensor quality, or model performance).



Future research into high-fidelity digital twin frameworks
should aim to operate under low-data conditions while
generating realistic, large-scale datasets to facilitate broader
defense applications.

f) IoT and Cybersecurity
The Internet of Things (IoT), which potential is often

blocked by the need for silent military operations, signifi-
cantly broadens the attack surface for potential cyberattacks,
making security a primary concern. In the realm of digital
twinning, which depends heavily on IoT and sensor data,
these risks become even more pronounced. Because digital
twins extend into the virtual space, they may introduce
new vulnerabilities and be targeted by both centralized and
decentralized cyber threats. Alcaraz and Lopez [121] provide
a comprehensive perspective by investigating vulnerabilities
and threat models across each layer of a digital twin.

Military systems are especially appealing targets for cyber-
attacks, given the high-stakes nature of defense operations.
Any security breach can have severe and wide-reaching
implications. Moreover, the additional attack surface created
by digital twins demands rigorous protective measures, in-
cluding robust encryption, authentication, and access control
to maintain data integrity, confidentiality, and availability.

On the other hand, digital twins can also serve as powerful
tools for enhancing cybersecurity. Through realistic simu-
lations, they can identify potential vulnerabilities, predict
attack patterns, and enable proactive testing of security con-
trols. In effect, digital twins offer both a greater security risk
and a strategic advantage in safeguarding complex defense
infrastructures.

g) Real-Time Capabilities
Digital twins depend on real-time data acquisition and

processing to deliver continuously updated representations
of physical assets and operational environments. However,
acquiring and analyzing the large data volumes typical of
dynamic, complex defense scenarios poses both technical and
logistical issues. Efficient data-capture systems, advanced
signal-processing techniques, and edge computing solutions
are essential to handle real-time data streams and preserve
fidelity in digital twin models.

In practice, this may involve applying well-established
mathematical methods alongside more experimental AI ap-
proaches that handle highly-dynamic data. Regardless of the
methodology, seamless data integration and instant feedback
loops are fundamental to unlocking the full potential of real-
time digital twins, particularly when operational decisions
need to be made with minimal delay.

h) Human-Machine Interaction
Digital twins often integrate simulation, advanced analyt-

ics, and sometimes AI-driven predictive capabilities, gener-
ating complex outputs that are not always readily accessible
or interpretable by human operators. Although the theoretical
digital twin model does not specify requirements for human
interfaces or human-machine interactions methods, effective
user interfaces are crucial for tackling these insights.

Technologies such as extended reality (XR) have proven
valuable in many applications, enabling immersive visualiza-

tion of digital twin data. Likewise, intuitive dashboards and
GUI can present complex information in more understand-
able formats. These tools reduce the cognitive burden on
operators, allowing decision-makers to quickly grasp system
statuses, predict outcomes, and respond to evolving situations
with greater confidence.

i) User Training and Adoption
Successfully integrating digital twin technology in the

defense sector requires personnel who are skilled in devel-
oping, maintaining, and operating these complex systems.
Consequently, robust training programs should be established
to equip staff with the necessary technical competencies
and to ensure that defense personnel can effectively exploit
digital twin capabilities. Although some companies, such as
those mentioned in [18] and [72], already provide specific
training and guidelines with their digital twin products,
widespread best practices remain underdeveloped.

Additionally, fostering a culture of continuous learning and
innovation is essential for the smooth adoption and utilization
of digital twin solutions within defense organizations. This
would address one of the major identified challenges in
adopting these technologies within the defence domain and
current operations (Figure 10b and 10a), as well as the
main measure to be taken to better leverage digital twins
(Figure 10c). On the commercial side, many companies
fight with the challenge of seamlessly integrating digital twin
technologies into existing production processes, often due
to the fundamental business model changes these solutions
may entail. While such transformations can be costly and
resource-intensive, cost–benefit analyses, for instance high-
lighting reduced downtime through predictive maintenance,
can demonstrate tangible short-term returns on investment,
thereby encouraging broader acceptance and deployment of
digital twins.

Effectively addressing these gaps and challenges is crucial
for the deep adoption of digital twin technology within
the defence sector. Collaborative efforts among defence
organizations, industry partners, and research institutions are
required to develop innovative solutions, standards, and best
practices that enable the successful integration and utiliza-
tion of these technologies. By overcoming interoperability
limitations, refining data management and integration, and
enhancing both cybersecurity and user readiness, the defence
sector will unlock the full potential of digital twins. This will
pave the way for enhanced operational capabilities, informed
decision-making, and improved mission outcomes—ushering
in a new era of defense technology innovation.

VIII. CONCLUSION

Digital twins are dynamic, high-fidelity virtual represen-
tations of physical objects or systems, built on bidirectional
communication between real and virtual spaces. They are
enhanced by a range of key technologies, including IoT
and sensors for data acquisition, AI for data processing
and analytics, high-performance computing for simulations,



cloud and edge computing for scalability, and extended real-
ity for intuitive human–machine interactions. In the defense
sector, digital twins offer substantial benefits across all do-
mains, supporting applications like predictive maintenance,
operational planning, simulation, training, and optimization.
Especially, they enable detailed “what-if” scenario analyses.

Despite this potential, several challenges remain. Interop-
erability issues, cybersecurity threats, data integration, and
limited data availability must be overcome to fully leverage
digital twins. Efforts must focus on seamless integration of
these technologies with existing military systems. This in-
cludes standardizing data formats and communication proto-
cols for interoperability and scalability, as well as employing
advanced AI to improve predictive capabilities and decision-
making. Cybersecurity concerns are also paramount: robust
security measures must protect sensitive data, maintain sys-
tem integrity, and defend any additional attack surfaces intro-
duced by digital twins. Meanwhile, incorporating extended
reality (XR) promises more effective training programs,
improved operational planning, and more responsive real-
time decision-making.

Successful adoption further depends on collaboration
among defense organizations, research institutions, and in-
dustry, supported by common standards and best practices.
Training programs that equip personnel with the necessary
skills and expertise are crucial to ensure that digital twins
are effectively deployed and thoroughly exploited.

In conclusion, digital twins stand as a promising, im-
pactful technology that can substantially enhance defense
capabilities. Addressing current limitations while leverag-
ing ongoing technical advancements will be crucial for
widespread adoption. As development proceeds, digital twins
will play a pivotal role in shaping the future of the military
by fostering greater efficiency, situational awareness, and
operational effectiveness.
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